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Chapter 1: Introduction to Trend Micro™ Security

With enhanced social networking security, Trend Micro™ Security makes it easy for you to
protect yourself and your family. It features:

A friendly interface - quick to install and use
Simple screens and reports — easy to read and understand

Set-and-forget security — won’t annoy you with excessive alerts and pop-ups.

The Trend Micro™ Security Family

The family of Trend Micro™ Security products includes the following:

Trend Micro™ Antivirus+ Security. Our entry-level product provides all the essential PC
protection you need while surfing the web or opening, saving, or downloading files. It
provides coverage for netbooks, laptops, and entry level computers, unlike free options,
which leave you exposed in key areas.

Trend Micro™ Internet Security. Our mid-range product provides advanced protection
with maximum performance for 3 PCs or Macs, adding our unique privacy scanner and
the broadest web threat protections available for social networking. It also provides
basic parental controls to restrict or filter online access for kids.

Trend Micro™ Maximum Security. Our high-end product provides the complete security
solution for protecting your PC, Mac, or mobile devices and up to 3 users or devices. It
includes a complimentary copy of Trend Micro Password Manager™; Mobile Security for
Android or iOS; and 5GB of secure online Trend Micro SafeSync™ storage.

Trend Micro™ Premium Security has all of the same features as Trend Micro Maximum
Security, for up to 5 users or devices, but SafeSync storage is expanded to 25GB.

Trend Micro™ Antivirus for Mac. Also known as Trend Micro Internet Security for Mac,
this is our Trend Micro™ Security offering specifically designed for the Mac. It’s bundled
with Trend Micro Maximum Security and Premium Security editions, or can be
purchased separately.

Trend Micro Security leverages the expertise Trend Micro has gained over more than 25
years of security experience, delivering:

The fastest protection against new web threats*
The best phishing detection rates, guarding against identity theft*

Unique cloud-based protection protects our customers from 250+ million threats per
day.

*NSS Labs 2013
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Trend Micro Security: Comprehensive Protection

Trend Micro Security is equipped with special protection features and is bundled with
companion products to address specific needs:

New User Interface

o New Look-and-feel! Trend Micro Security 2015 provides a completely renovated
interface design. Both easy-to-use and powerful, the new Trend Micro Security Console
provides all the tools you need at the touch of mouse or a tap of a finger to easily
configure your solution to meet your security needs. Conduct scans and obtain reports
that let you know just how Trend Micro Security is protecting you.

Privacy Protection and Social Networking Security
Trend Micro Security 2015 continues its leadership role in social networking security (SNS):

e Enhanced! Privacy Protection for Facebook, Twitter, Google +, and LinkedIn. Trend
Micro Security features an easy-to-use Privacy Scanner for social media, which identifies
privacy settings that may leave your personal information publicly available and
vulnerable to identity theft. Privacy protection now includes Linkedin.

e New! Privacy Protection for Browsers. Privacy Protection is now provided for leading
PC browsers. A simple scan of Google Chrome, Internet Explorer, or Mozilla Firefox
helps increase your privacy when browsing the web.

e Social Networking Security (SNS) Protection. Trend Micro Security provides protection
from threats you may encounter from malicious links in Facebook, Twitter, Google+,
MySpace, LinkedIn, Pinterest, Mixi, and Sina Weibo—the broadest and most effective
SNS protection available on the market for consumers today.

e Clear Warning. Our SNS proactively warns you when a link is bad by highlighting it in
red. When it’s a safe link, it’s highlighted in green. You can also mouse over a link to get
real-time details about its safety from our Web Threat Protection servers.

e Warn a Friend. Trend Micro Security even allows you to easily and quickly inform your
Facebook friends when it identifies a malicious link, so they can delete it from their
Facebook page.

Data Theft Prevention

e Data Theft Prevention (DTP). DTP lets you stop specific data, such as email accounts or
credit card numbers, from being shared in outward bound email or online forms.

e Secure Erase lets you overwrite and delete data from your disk, so it can’t be recovered.

e  Vault lets you encrypt data on your hard drive and remotely lock it up if your laptop is
lost or stolen; when the device is found you can then unlock that data.

e Trend Micro™ Password Manager is a standalone product automatically installed with
Trend Micro Maximum and Premium Security. It lets you protect and manage all your
logins and passwords safely. It uses a single master password and works across
Windows and Mac desktops and laptops, as well as Android and iOS devices Trend
Micro Password Manager on the PC also provides a Secure Browser, for use with online
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banking and financial websites, which encrypts the passwords, so they can’t be stolen
by keyloggers. The Free edition lets you save up to 5 passwords; the Paid edition
provides support for unlimited passwords and the duration of your subscription is the
same as your Trend Micro Maximum or Premium Security subscription.

Trend Micro™ SafeSync™ is a standalone product bundled with Trend Micro Maximum
and Premium Security that lets you back up and sync all your data to a secure cloud, to
ensure you have it should your hard drive crash. It also provides the ability to access it
across Windows and Mac desktops and laptops, as well as Android and iOS tablets.
Maximum Security users start with 5GBs; Premium Security users start with 25GBs. The
duration of your SafeSync subscription is the same as your Trend Micro Maximum or
Premium Security subscription.

Family Protection

Parental Controls let you restrict your kids’ usage of the Internet and prevent them
from visiting inappropriate websites. Functions include program restrictions, which can
be set by schedule; safe search filtering, which helps prevent adult content from
appearing in search results; and blocking of untested websites, to increase security
when browsing.

Other Highlights

New! PC Health Checkup — Trend Micro Security now provides enhanced performance
optimization for your PC. Powered by Trend Micro’s Platinum technology, scan for
optimization during security scan or perform a separate health checkup scan. Check for
security vulnerabilities and clean up unneeded files to boost your performance. Results
recommend the changes to made and help you to make them.

New! Smart Scheduled Scan — Trend Micro Security now provides a Smart Scheduled
Scan. Based on recent computer usage, the most suitable scan will start automatically at
an appropriate time.

Screen Reader — Screen Reader support is now available for visually-impaired users.

Intensive Scan Switch — Automatically increases the protection level only when you
need it — for intensive scans when your computer is infected.

Search Results Rating — When you conduct a search on the internet the search results
give you a list of URLs, proactively highlighted.

Manual URL/Link Scanner — As with SNS, when you hover your mouse over a link in
search results, the manual link scanner rates the safety and reputation of any links on
the web page.

Mobile Security for Android and iOS — Trend Micro Maximum and Premium Security
include Trend Micro Mobile Security for Android and iOS, for protection of your mobile
devices.

Windows 8/8.1 compatibility — Trend Micro Security is fully compatible with Microsoft’s
Windows 8/8.1 RT and Pro operating systems. And Trend Micro SafeSurfing and Security
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Center are apps specifically designed for Windows 8/8.1 desktop and tablet users,
available for free on the Windows app store. (See below.)

“Yosemite” OS compatibility — Trend Micro Antivirus for Mac will be fully compatible
with Apple’s MacOS® X version 10.10 “Yosemite” (10.10 or higher) when the new OS
version is released.

Available from the Windows App Store

Trend Micro™ SafeSurfing is a secure browser for Windows 8 that has security
technology built right in. It provides you with a safer browsing experience by including
safe search results ratings, social networking security, and more. Browse the web
without worry with Trend Micro SafeSurfing.

Trend Micro™ Security Center delivers current information about malware outbreaks in
your area, offering insights into dangerous websites and malicious file downloads to
avoid near you. For Trend Micro™ Security customers, it also provides up-to date
information about your protection status. Surf the web knowing your protection is
current and what sites to avoid with Trend Micro Security Center.
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Key Features of Trend Micro Security 2015

Table 1. Trend Micro Security 2015 - Key Features

TREND MICRO SECURITY 2015 —

Trend Micro Trend Micro Trend Micro  Trend Micro  Trend Micro

Key Features Antivirus Antivirus+ Internet Maximum Premium

for Mac* Security Security Security Security
Licensing (Multi-license 1 user 1 user 3 users 3 users 5 users
subscriptions can be activated | |
on PC, Mac, and Android Mac only PC only PC & Mac PC, Majlc & PC, Maflc &
devices.) Mobile Mobile
Pricing $39.95 yr $39.95 yr $79.95 yr $89.95 yr $99.95 yr

Essential Protection
Virus and Spyware Protection v v v v v
Rootkit Detection and Removal v v v
Web Threat Protection v v v v v
Anti-Spam v v v v v
Anti-Phishing v v v v v
Auto Intensive-level Protection v v v v
Scan Switch
Authenticate Wi-Fi Networks v v v v
and Hotspots
Windows Firewall Booster v v v v
Block Malicious Links in Email v EE v v v
and IM
Search Results Ratings
Social Networking Security
Smart Schedule Scan v v
Data Protection & Privacy
Privacy Scanner for Facebook, v v v v
Twitter, Google+, LinkedIn
Data Theft Prevention v v v
Secure Erase v v v
PC Health Checkup v v v
Vault with Remote File Lock v v
Password Manager with v v
Integrated Installer
SafeSync 5GB 25GB
*Also known as Trend Micro™ Internet Security for Mac **Email=Yes, IM=No
9
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Table 2. Trend Micro Security 2015 — Key Features (Continued)

TREND MICRO SECURITY 2015 —
Key Features

Trend Micro = Trend Micro  Trend Micro  Trend Micro Trend Micro
Antivirus for Antivirus+ Internet Maximum Premium

Mac Security Security Security Security

Family Protection

Parental Controls v v v v

Platform Protection

Tr.end Micro SafeSurfing for v v v v
Window 8*

Tr‘end Micro Security Center for v v v v
Windows 8*

Android** v 4
iOS** v v
MacOS** v

*Available for free from the Windows App Store **Bundled with Trend Micro Maximum and Premium Security

System Requirements
Table 3. Trend Micro Antivirus+, Internet, Maximum, and Premium Security

Operating System CPU ‘ Memory Disk Space
Windows 8, 8.1 (32 or 64- bit) 1GHz 1 GB (32-bit) 1.3GB(1.5GB
. recommended)

2 GB (64-bit)

Windows® 7 Service Pack 1 (32 or 800MHz (1GHz 1 GB (32-bit)

64- bit) recommended) .
2 GB (64-bit)

Windows @ Vista Service Pack 2 (32 800MHz (1GHz 512 MB (1 GB

or 64- bit) recommended) recommended)

Windows® XP Service Pack 3 (32- bit | 350MHz (800 MHz 256 MB (512 MB

only) recommended) recommended)

Other Requirements
Web browser Microsoft® Internet Explorer® 7.0, 8.0, 9.0, 10.0, or 11.0
Mozilla Firefox® latest version

Google Chrome™ latest version

Display High-color display with a resolution of 800x480 pixels or
above (Desktop), 1024x768 or above (Windows Store),
1366x768 or above (Snap View)

. ¥ TREND.

—
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Table 4. Trend Micro Antivirus for Mac
Operating System CPU ‘ Memory Disk Space
Mac 0S® X version 10.10 Apple Macintosh computer 2GB 1.5GB

with an Intel® Core™
Processor

"Yosemite” (Pending)

Mac 0S® X version 10.9
"Mavericks”

Mac 0S® X version 10.8
"Mountain Lion”

Mac 0S® X version 10.7
llLion"

Other Requirements

Web Browser Apple® Safari® 5.1 or higher
Mozilla® Firefox® latest version

Google Chrome™ latest version

Table 5. Trend Micro Mobile Security

Operating Storage Space Memory Usage Other

System

Android OS 2.2 7.5MB minimum 9MB for phone Internet

and above Connection
15MB for tablet

Compatible iOS
i0S 7.0

Devices

iPhone 4 and above 24MB
iPad 2 and above

iPad mini 1and 2

iPod Touch 5% Gen

Device Space

Memory usage

30-50MB (varies
by device)

3G/4G (LTE) or
Wi-Fi Internet
connection
required for
downloading

11
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Global Availability

September 16, 2014

Contacting Trend Micro

Trend Micro Incorporated

225 E. John Carpenter Freeway, Suite 1500
Irving, Texas 75062 U.S.A.

Phone: +1 (817) 569-8900

Toll-free: (888) 762-8763
www.trendmicro.com

Consumer Support Line

(800) 864-6027
Monday - Friday, 5:00AM - 8:00PM Pacific

Free Phone, Email and Chat support

Trend Micro offers free phone, email, and chat support. For more info, contact eSupport at:
http://esupport.trendmicro.com/support/consumer/consumerhome.do?locale=en US

You can also contact the Trend Community at: http://community.trendmicro.com/

Premium Services

Trend Micro provides users with Premium Services for a wide variety of technical issues
including installation, virus and spyware removal, PC Tune-ups, etc. These services are
offered as a bundle with a purchase of Trend Micro Security or as stand-alone and ad-hoc
services. For more information, select Premium Services in the Trend Micro Security
Console > Identity drop-down menu, or go to
http://www.trendmicro.com/us/home/products/support-services/index.html
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Chapter 2: Installing and Activating Trend Micro
Security

Trend Micro™ Security has separate installs for each version of the product:
e  Trend Micro™ Antivirus+ Security

e Trend Micro™ Internet Security

e Trend Micro™ Maximum Security

e Trend Micro™ Premium Security extends Maximum Security by increasing your sync and
backup storage capacity.

e Trend Micro™ Antivirus for Mac™ (Internet Security)

(See our separate Product Guide for instructions on installing and using Trend Micro™
Antivirus for Mac.)

In the examples below we install Trend Micro Maximum Security on Windows 8, but each
version of Trend Micro Security has a nearly identical installation and activation process on
the various versions of Windows and Mac.

Installing Trend Micro Security

To install Trend Micro Security on Windows 8 (and 8.1) using a Download or a CD:

Note: For users of Windows 8 on touch screen devices, “click” instructions below should
be read as “tap.”

Figure 1. Windows 8 Modern Ul

By Download:

1. Inthe Windows 8 Modern Ul, click the Desktop icon. Windows 8 toggles to the Desktop.

13
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Figure 2. Windows 8 Desktop

Note: Once you’re in the Windows 8 Desktop, the installation process for the core Trend
Micro Security program is nearly identical for Windows 7. The main exceptions
appear when you install the Windows 8 Modern Ul options after the main
program installation.

2. Go to http://www.trendmicro.com/us/home/products/Trend Micro Security/index.html
to download Trend Micro Security 2015.

3. Click Buy Now or Free Trial for the version you wish to download, then follow the
instructions for the paid or free download.

4. When the Download page appears, click the relevant Download button. The download
process begins and presents a TrendMicro Downloader dialog.

5. Select Save As and navigate to the folder where you’ll put the Downloader, then click
Save.

6. When the download completes, open the folder where you’ve downloaded the installer
and double-click the Downloader.

By CD:

7. Insert your Trend Micro Security CD. The autorun process launches the installer. If for
any reason the installer doesn’t launch, open the CD and locate the installer and double-
click it to begin.

Note: From this point on, the CD install process is the same as the download process.

8. The Windows User Account Control pop-up dialog appears, asking if you want to allow
the installation program to make changes to your computer.


http://www.trendmicro.com/us/home/products/titanium/index.html
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following program to make

," Program name:  Trend Micro Installer
wZy  Verified publisher: Trend Micro, Inc.
File origin: Hard drive on this computes

(%) Show details Yes No

Change when these notifications appear

Figure 3. User Account Control

9. Click Yes. The installation will begin, unpacking the files and giving you a progress
screen.

Trend Micro Maximum Security

Please wait a few moments for the installation program to extract the
files needed for installing Trend Micro Maximum Security on this
computer.

Unpacking the compressedfiles... (30% complete)

3 rene [cance
Figure 4. Unpacking Files

10. Trend Micro Security will then check if your computer meets the minimum system
requirements and will conduct a quick malware scan.

Trend Micro Maximum Security =

Checking the Computer..

N

Figure 5. Checking the Computer

11. When the process completes, a screen appears asking you to Choose Your Version.
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Trend Micro Maximum Security et
© spemre )
Choose Y

rVersion

. f you do not have a serial numbes, you can buy a new one

® paid version
erial number.

Not sure where to find your senal number

Trial version

Figure 6. Choose Your Version > Paid

Trend Micro Maximum Security - x

Paid version

Seiial numbe

Not sure where to find your serial number

® Trial version

=n

Figure 7. Choose Your Version > Trial

13. If you're installing a Trial version, click the Trial version button, then click Next.

14. The License Agreement appears.

Trend Micro Maximum Security =%

© speemcres
@ st rumber
G isssiksassa

License Agreerr

Trend Micro End User License Agreement

Software: Trend I
Version: English/Muti-country

Purpose: Trial and Paid Use Subscription License
Date: January 2014

Consumer Products and Premium Support Services

IMPORTANT: THE FOLLOWING AGREEMENT (" AGREEMENT) SETS FORTH THE
TERMS. IONS UNDER WHICH TREND MICRO INCORPORATED OR
L

SE THE
IYING “DOCU! 0 PROVIDE
ICES® TO “YOU" AS AN

D REPRESENTATIVE OF AN ENTITY. BY ACCEPTING THI
AGREEMENT, YOU ARE ENTERING INTO A BINDING LEGAL CONTRACT WITH
TREND MICRO. THE TERMS AND CONDITIONS OF THE AGREEMENT THEN
APPLY TO YOUR USE OF THE SOFTWARE AND THE PREMIUM SUPPORT

THE “PREMIUM SUPPORT SERVI

JAL USER OR AN
s

Location: C:\Program Files\Trend Micro & Print this page

) 1reno

Figure 8. License Agreement

GLv1.0

12. If you're installing a Paid version, enter the serial number provided by Trend Micro on
your retail box or in your confirmation email, then click Next.

15. Trend Micro Security chooses a default location for the installation. You can change this
by clicking the link and browsing to another location. (Trend Micro recommends you use

the default.)
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16. Read the License Agreement. (Click Print this page to print it out.) If you agree with the
License Agreement, click Agree and Install.

17. Trend Micro Security will begin the installation. This will take a few minutes. A progress
indicator will indicate the stages and progress of the install.

Trend Micro Maximum Security =

Installing... 54°

Stay in the Know

Track your protection with security reports that
You can reod at a glance

) o oy ol e

Figure 9. Progress Indicator

18. If you have installed a Trial version, when the installation is completed, the wizard will
indicate Installation Completed.

Trend Micro Maximum Security x

\7/

Installation Completed

00000

Figure 10. Installation Completed

19. To receive the latest news and offers from Trend Micro, enter your email address and
click Finish.

20. If you have installed a Paid version, a window appears, asking you to enter your email
address to activate your protection.

17
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Trend Micro Maximum Security x

Activating your software will take just  few moments. Ent email address below to get started,

if you have activated Trend Micro software before, please provide the email address you used last time.

) 1rene =
Figure 11. Activate Your Protection
21. You now have two options for the email address:
e Use an existing Trend Micro Account. Provide the email address for this account.

e Create a new Trend Micro Account. Provide a preferred email address.

Using an existing Trend Micro account:

22. If you have activated Trend Micro software before, simply enter the email address you
used to create the Trend Micro account and click Next. The Sign In screen appears.

Trend Micro Maximum Security H a x

©)

Please sign into your Trend Micro account

[ BED

Figure 12. Sign In

23. Enter the Password for your Trend Micro account and click Next. A screen appears for
you to name the computer.

18
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Trend Micro Maximum Security x

@O

Naming the computer can help you keep track of where you have installed the software.

M-pc

Wondering why this computer needs a name?

En ything easier if y
tallation. You might

[ BES S

Figure 13. Computer Name

24. To help track your subscription, use the name of your computer as is automatically
entered, or enter a new name to identify it and click Next.

Trend Micro Maximum Security x

QOO

Thanks fo
to downlo

tivating your Trend M
he latest software fr

ftware and setting up your Trend M Please use it
d Micro and manage your subscription,

fwar Location
Trend Micro Maximum Security United States

e =3

Figure 14. Protection is Activated

25. Your Protection is Activated and the installation is complete. Click Finish to close the
dialog.

Creating a new Trend Micro account:

26. If you have not activated Trend Micro software before, enter your preferred email
address and click Next. A screen appears, asking you to Enter Account Information.
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Trend Micro Maximum Security x

©)

Figure 15. Enter Account Information

27. Enter your account information. For the password, use only simple letters and numbers,
but not less than 8 characters. For the computer name, use the name of your computer
that’s automatically entered, or enter a new name to identify it.

28. Read the Trend Micro Privacy Statement. If you agree, check | have read and agree to
the Trend Micro Privacy Statement.

29. You may retain or remove the check to Receive the latest news and offers from Trend
Micro, and click Next. A screen appears for you to Check What You Entered.

Trend Micro Maximum Security x

10,
if you want to edit the information below, click the Back button

I .

0 tNam
[
===

eceive the latest news and offers trom Trend Micro

3 1rene = | (2
Figure 16. Check What You Entered

30. If your entries are accurate, click Next. A dialog indicates Protection Activated. You may
print this page.
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Trend Micro Maximum Security x

QOO

Thanks for activating your Trend Micro software and setting up your Trend Micro Account . Please use it
to download the latest software from Trend Micro and manage your subscription

oftware Locatio
Trend Micro Maximum Security United States

13012015 —

oipUber e
WINSVM-PC

3 1rene [ |
Figure 17. Protection Activated

31. Click Finish. The Trend Micro Security Console appears, with the Welcome screen in
front of it.

TROMCRO [4reedback @Dcethelp L~ — %
l MaximumSecurity
Welcome to Trend Micro Maximum Security x

Improve Computer Performance and Remove
Threats with Just One Click

Risk Report . - . Ways to Speed Up
(V1 A
L

Do not show this again

Figure 18. Trend Micro Security Welcome Screen

32. Check the checkbox Don’t show this page again if you wish, then click the Close (X) box

in the upper right corner to close the Welcome screen. The Trend Micro Security
Console becomes visible.
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TR MCRO A reedback @DGettep L~ — X
MaximumSecurity

i
©
=]
S

Device Privacy

=©
B

Eives on 272272018 13 trene

Figure 19. Trend Micro Maximum Security Console (Trial Version)

T
TRENDMKCRO [Freedback @DGetmelp X~ — X
MaximumSecurity

- . . amel e §
é
; j
Data Family

() Protected

Renew Now

@ Protect Anther evie Bpison 931201 e

Figure 20. Trend Micro Maximum Security Console (Paid Version)

33. You can access the Trend Micro Security Console in the Windows 8 Desktop by double-
clicking its icon on the desktop, or by selecting Open the Main Console from the Trend
Micro icon/menu in the System Tray.

Open the Main Console

Scan Now
Check for Program Updates

[v | Protection Against Viruses & Spyware
Trend Micro Account

Check Subscription

Exit

Figure 21. System Tray > Open the Mail Console

34. Toggle back to the Windows 8 Modern Ul by tapping the Microsoft Menu key on your
keyboard, then scrolling to the right to locate the Trend Micro Security apps. (Your
screen will differ depending upon how many apps you have loaded.)
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35.

36.

37.
38.

39.
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Trending
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Cape Town, South
frica

Figure 22. Windows 8

You can click the Trend Micro Security icon to access the Trend Micro Security Console
right from the Modern Ul. The action will toggle back to Windows 8 Desktop and launch
the Console.

Once you’ve finished your installation, Trend Micro Security also provides a popup that
says Get More Protection for Windows 8.

MaximumSecurity ® x

\L Get More Protection

tore Ag

e ==

Figure 23. Get More Protection

Click Don’t ask again if you don’t wish to see this popup in the future.

Click Learn More. This launches your browser and takes you to the Free Tools Center,
which provides links (among others) to SafeSurfing and Security Center in the Windows
App Store.

Click Download Now to try an additional tool, including Windows 8 Modern Ul tools
such as Trend Micro™ Security Center and Trend Micro™ SafeSurfing.

e  Security Center provides top-level status on the security of your machine, and
provides information on global and regional security.

o SafeSurfing browser provides greater security when browsing in Windows 8,
providing the cutting-edge protection Trend Micro Security users have come to
enjoy in their browser.

23



Trend Micro™ Security 2015 Product Guide GLv1.0

Protect Another Device: PCs, Macs, Android and iOS
Mobile Devices

Subscriptions to Trend Micro™ Internet Security, Maximum Security, and Premium Security
variously let you protect other PCs and Macs, as well as Android and iOS mobile devices.

24

Trend Micro Security Internet Security: 3 PCs and Macs

Trend Micro Security Maximum Security: 3 devices, including PC, Mac, Android and iOS
Mobile devices

Trend Micro Security Premium Security: 5 devices, including PC, Mac, Android and iOS
Mobile devices

Breetbax @cethip - | — x

oM
MaximumSecurity

v Protected

\Z/

Figure 24. Protect Another Device

To get started with your protection for another device, click Protect Another device.
The Protect Another Device screen appears, the range of options dependent on the
edition of Trend Micro Security you have purchased.

© Internet Security x

u can also protect something else. Click an icon below to get started,

Windows Mac

e dose

Figure 25. Internet Security > Protect Another Device Picklist
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Trend Micro Maximum Security x

Protect Another Device

You can also protect something else. Click an icon below to get started.

Windows Mac Android ios

e o

Figure 26. Maximum (and Premium) Security > Protect Another Device Picklist

2. Click the icon for the type of device you wish to protect. A screen appears, providing
email and download options for getting the software.

%) MaximumSecurity

‘Want to Protect Another PC?

Send out an email message containing a link 10 the installer 50 you
can download it on another computer

o e
Typute
Install the software
Donti-cc 1 Gouromas e s ko s e 1Y W 2808 R e er st b
Serial Number

Figure 27. Protect Another PC
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"Jlnternet{-,,,‘ ty for Mac

Want to Protect Your Mac?

You have two ways to get started:

Send out an email message containing a link to the installer 50 you
can download it on your Mac.

rre—

< 4I8AY

Install the software

Serial Number

Figure 28. Protect Your Mac

€3 Mobilesecurity

- Androsd and O devaces from Joss, theft and mfection.

Recommended ways to get the app
Email the download link 1o your device.
mmmmmm
Ty e craac
=TI
Orther ways to get the app

= [ @ E @

By B

Figure 29. Protect Your Android or iOS Device

3. For PC or Mac protection, pick how you want to get the application: Email or Download.
If you download the installer to your active computer, you may use a USB thumb drive
to physically take the file to the other computer.

4. For Android or iOS protection, pick how you want to get the app: Email, QR Code,
Google Play™, Trend Micro™, Amazon Appstore™, or Apple App Store™.

5. Toinstall, follow the instructions on the page, store, or email.
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Chapter 3: Trend Micro Security Overview

In the following chapters, we’ll walk through each edition of Trend Micro Security, explaining
the key features provided in each. In this chapter, we’ll give you a quick overview of some
easy-to-use functions.

Note: If you have a higher-end edition of Trend Micro Security, it’s recommended that
you still read the prior chapters devoted to the lower-end editions. Each more
advanced edition includes the features of the more basic editions, but adds
additional features.

Quick Start: The Trend Micro Security Console

All editions of Trend Micro Security provide essentially the same Console, with functional
additions as you step up from Trend Micro Antivirus+ Security to Internet Security and
Maximum Security. (Premium Security simply adds seats and more cloud storage space.)

TRENDMCRO [4reedback Docethep L~ — X
Antivirus+

o @ © B

"\ @

@ Already have a se ; P, TReND
S o numbe bpresonasigzos (GYIRENR

Figure 30. Trend Micro Antivirus+ Security Console

All editions of Trend Micro Security allow you to scan on-demand using Quick or Full scans or
by schedule, and each let you view security reports. We’ll quickly review these features in
the following sections.

Quick Start: Conducting On-Demand Scans

By default, Trend Micro Security activates a real-time scan when it is installed. This is always
present in memory, to proactively protect you from real-time threats. Threats are caught as
they try to enter memory or touch the hard drive, preventing infections.

Trend Micro Security also provides a disk scan—which you can execute on-demand or by
schedule—that utilizes Trend Micro revolutionary Smart Scan technology on the client when
it scans your hard drive. This references Trend Micro’s file reputation services in the cloud—
part of the Smart Protection Network—for a shorter “time-to-protect”
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Unlike other local-protection-based products that require you to frequently update a large
local signature database on your computer, Trend Micro Security updates the signature
database primarily on Trend Micro Servers in the cloud, so all consumers of the Smart
Protection Network are instantly protected whenever the online database is updated. Other
cloud-based Trend Micro technologies correlate threat data of different kinds, since modern
threats can simultaneously use multiple techniques to infect your computer.

Smart Scan reduces the need to deploy most antimalware signatures on your computer,
reducing network bandwidth usage (for updating/downloading signatures), while saving disk
space and memory.

Scanning Your Computer’s Disk

Scanning is a simple process to execute, though users are recommended to initiate a manual
scan when they are not doing other tasks.

TRODMCRO [4reedback @Dcethelp K~ — X
Antivirus+

o @ @ B

@ N s s s 0n8/16 3 1ReNe

Figure 31. Quick | Full | Custom Scan Menu
To scan your computer disk:

Trend Micro Security provides a Scan Tool on the console (shown above) which can be used
in two ways:

1. Click the center of the circular Scan tool to execute a Quick Scan.

2. Use the Scan Options popup menu on the right side of the Scan tool to select among the
various options:

e A Quick Scan conducts a scan of those directories on your system that are most
likely to be infected.

e AFull Scan conducts a full scan of your system.

e A Custom Scan lets you designate which parts of your system you wish to scan.

28
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Quick Scan and Full Scan

To conduct a Quick Scan or a Full Scan:

1.

To conduct a Quick Scan, click the Scan button on the main console, or optionally select
Quick Scan or Full Scan from the Scan Options popup menu. A window appears,
showing the Quick or Full Scan in Progress and the percentage completed. Scans can
kick off messages when malware is quarantined or deleted.

TRENDMCRO [Areedback @Daetep L~ — X

Antivirus+

Quick Scan

Scanning for Trojan horse programs.

[ P ——— %) 1rene

Figure 32. Quick Scan in Progress

You may stop the scan by clicking the Stop button. You may also select Shut down the
computer when this scan is done.

When the scan has completed, a Scan Results screen appears, showing Potential
threats found, as well as Browser cookies deleted.
@ - x

Security Scan: G

No Threats Found

Show Details =)

3 mene Feelfre to close this window SR

Figure 33. Scan Results

Click ? near the number of Browser cookies deleted to obtain a definition of a cookie.
The Definition screen appears.

Click Show Details for more details on the threats found and actions taken. The Details
screen appears.

#9, TREND, 2
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Threats resolved
Not yet resolved
Web browser cookies deleted [ 5]

Files Type Response

Figure 34. Details

6. Click each of the collapsible panels in turn to show the Details tables, which include file
names, types, and responses to the threats.

7. Click Back to close the Details window, then Close to close the Scan Results window.
Custom Scan
To conduct a Custom Scan:

1. Choose Custom Scan from the Scan Options popup menu. A dialog appears, letting you
Select Targets you wish to scan.

TR MICTO, 1Z comdboncte (N zas tinin B o -—
Select Targets ® - x

The scan will automatically check all files and folders inside your selections

SRecycle.Bin
Documents and Settings |
Perflogs ‘

# [v] [ Program Files

lume Information

2] MRe: 5k

e [ [
° - == ND
© ruresoynaves senarnumper spes vrr o rereury e o

Figure 35. Select Targets

2. Expand any tree by clicking the + (Plus) signs, then check the checkbox for the chosen
target(s).

3. Click Start Scan to start the scan.

4. When the scan has completed, the Scan Results and Details screens appear in the same
format as Quick and Full Scans.
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Intensive Scan

Trend Micro Security automatically performs an Intensive Scan whenever a Quick, Full,
Custom, Scheduled Scan, or “Smart Schedule” scan detects a high amount of malware on
your computer.

Note: In the real world, Trend Micro Security does not allow a large virus data set to
even get onto a user’s computer. To obtain this condition artificially, you have to
dump a large collection of malware files onto an unprotected system before you
install Trend Micro Security, or you would have to turn off all the proactive
features, such as the real-time scan, that would prevent such a large infection
from occurring in the first place.

To activate an Intensive Scan on a previously badly infected computer:

1. Click the Scan > Quick Scan tool to begin a Quick Scan. The Quick Scan process begins.

MaximumSecurity

Quick Scan

MaximumSecurity -

13 1reno : \

) mew

Figure 36. Quick Scan in Progress

2. When the scan detects a large volume of malware, the Quick Scan stops and an
Intensive Scan starts.
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HOOM®O
MaximumSecurity

[% Foedba
BN

Intensive Scan 14%

an horse programs.

MadmumSecurity =

\

15

3y mene

wning for Trojan horse programs

3 1men0

Figure 37. Intensive Scan in Progress

3. Note that the scan wheel color changes to indicate that an Intensive Scan is in progress.
You can get more information about what triggered the scan by clicking What triggered
the Intensive Scan?

Quick Start: Viewing Threat Security Reports

Trend Micro Security allows you to view Threat Security Reports at the click of a button. The
reports provide a wealth of detail on the dates and types of threats blocked. You can also
generate a Root Cause Analysis Report to investigate the source of an infection and the
effects upon your system.

Note: All versions of Trend Micro Security produce a security report that tells you how
many and what kinds of viruses, spyware, and web threats it detected during its
scans.
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To View a Threat Security Report:

TRENDMCRO [4reedback @oetHelp L~ — X
Antivirus+
o
‘
S ’ ~
evice acy ata Fam ‘
( \ X
° © i
Dt -
V) Frotected
N
the software. This free trial will exp
D Diad hoves 5 £ P, TReND
@ Aready have a serial number ; A Hod 40

Figure 38. Security Report

1. Click the Security Report button on the Trend Micro Security Console. The Security
Report screen appears. (Note that if you’ve created a password to secure your settings,
you’ll be asked to enter this password before the Security Report is displayed.)

| Security Report @ - x

| WebThreats Computer Threats PC Health Checkup  Parental Controls

Periog: | Past month

@ 11 Filtered: 11
Threats Filtered

%) Trene Close
Figure 39. Security Report > Web Threats
2. The Security Report provides the following data:
e  Web Threats— The number of web threats found and filtered

e  Computer Threats — The number of viruses, spyware, and suspicious software
found

e  PC Health Checkup — Shows the space and startup time saved and the privacy data
safety confirmed.

e Parental Controls — Shows a summary of the top websites blocked.

3. Use the Period popup menu in the upper right-hand corner to designate the period the
report will cover.

4. Select See more details about your protection from any of the four main screens to
obtain logs pertaining to that type of protection.
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3 nene =
Figure 40. Logs

5. Double-click an item in the table to view details on the specific threat.

% 1m0 core |
Figure 41. Logs > Item Details
6. Click Approve to add items to the Exception List.
7. Click Export in the lower right-hand corner to export the logs in .CSV or .TXT format.

8. When anitem in a log warrants a deeper look, Trend Micro Security will provide a link to
show more details on the source of the infection.

® ox

12014 304 AM

Figure 42. Where did this come from?

9. Click Where did this come from? to generate a Root Cause Analysis Report. A dialog
appears, showing you the progress while generating the report.
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From: C\
When: &/

Figure 43. Generating the Root Cause Analysis Report
10. When the report generates, it displays in graphic format.

Root Cause Analysis Report - X

From: C P\BVT_QuickScan_Samples\eicar.com

When: &,

v
& eicar.com

Figure 44. Root Cause Analysis Report

11. The Root Cause Analysis Report maps the root cause and triggering event(s) graphically,
using Process, Website, File, Library, and Group icons to show you items involved in the
infection chain. Use the Root Cause Analysis Report to analyze the source of infections,

so you can help prevent them in the future.
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Chapter 4: Trend Micro Antivirus+ Security

This chapter provides detailed instructions for configuring and using Trend Micro Antivirus+
Security.

Protection Overview

Trend Micro™ Antivirus+ Security provides essential protection for customers against
viruses, spyware, web threats, and other malware threats, including bad links on social
networking sites.

Welcome to Trend Micro Antivirus+ x

Improve Computer Performance and Remove
Threats with Just One Click

Risk Report > "\ > Ways to Speed Up

Do not

Figure 45. Trend Micro Antivirus+ Security Welcome Page

TRONDMCRO [Dreedback @oetrep L~ — X
Antivirus+

o @ O &5

Figure 46. Trend Micro Antivirus+ Security Console

Note: Trend Micro Antivirus+ Security Console Main Features: Device > Security
Settings, Privacy > Social Networking Protection. Note that the Performance
Optimization function requires an upgrade to Trend Micro Internet Security or
higher.
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KEY MALWARE PROTECTIONS FOR TREND MICRO ANTIVIRUS+ SECURITY
Antivirus and Antispyware

Trend Micro Antivirus+ Security provides essential protection against viruses; that is, any
malicious program that can replicate itself and infect your computer. Antivirus+ also protects
you from a broad range of other malware, including worms, Trojans, bots, and rootkits. It
also provides protection from spyware; that is, any program that installs itself in the
background and gathers information about you or your computer without your knowledge.
Since browser cookies can act like spyware, Antivirus+ will delete cookies as well.

Windows Firewall Booster and Wi-Fi Protection

The Windows Firewall Booster provides additional network-level protections, including a
Network Virus Scan and Anti-Botnet feature. The Firewall Booster is automatically activated
for increased network security. Antivirus+ also provides authentication for Wi-Fi networks,
displaying a warning when connected to potentially unsafe wireless networks or hotspots.

Anti-Spam

Antivirus+ includes anti-spam in its list of features. Users of POP3 e-mail can be protected
from spammers, stopping unsolicited advertisements and other unwanted bulk email. Trend
Micro Security’s anti-spam function taps into the email reputation services of the Smart
Protection Network. Trend Micro Security Antivirus+ also protects you from threats in files
attached to email messages.

Unauthorized Change Prevention

Trend Micro Security includes behavior monitoring in its list of security protections.
Unauthorized changes to system settings and other suspicious behavior can be blocked, as
well as autorun programs on portable drives. Finally, Antivirus+ includes the ability to switch
your protection level automatically, to aggressively eliminate programs that pose even a
small risk of bad behavior.

Web Threat Protection

The majority of threats nowadays come from the web, when you’re simply browsing the
Internet or visiting a site. However, attacks may also begin with a phishing email that uses
social engineering techniques to coax you to click a URL link in the email. You then may be
taken to a website that secretly harbors malicious threats, which either steals your personal
data or infects you with malware.

Antivirus+ proactively protects you from a variety of these web threats, so that they never
touch your computer. To provide thorough protection from and rapid response times to
emerging threats, Antivirus+ uses the Trend Micro Smart Protection Network cloud-client
security infrastructure along with a combination of cloud-based web, file, and email
reputation services. It also employs real-time scans of what’s in memory and on disks.
Antivirus+ also blocks malicious links and image spam in emails

Social Networking Protection

Web Threat Protection in Trend Micro Antivirus+ Security is extended to social networking
sites. See risk ratings for Facebook, Twitter, Google+, MySpace, LinkedIn, Pinterest, Mixi, and
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Sina Weibo. Mouse over URLs to get further details on the website. In Facebook, warn your
friends of bad URLs on their pages, so they can delete them.

Device: Security Settings: Security & Tuneup Controls:

Scan Preferences

Upon install, Trend Micro Antivirus+ Security chooses a group of default settings to
immediately protect the user. However, users can modify settings as they wish. Antivirus+
keeps its controls simple and suitable for the everyday user.

To modify Security & Tuneup Controls settings:

TRENDMICRO [4reedback @DGetHep L~ — X
Antivirus+

" 3 rene
Figure 47. Console > Settings Tool
R%ER;{FUS"’ [4 reedback PDocetrep L+ — %
&« Device
| %j\j')ﬁeﬂlmgs o Configure
. Web Filtering Oon
3 Trene

Figure 48. Device > Configure

1. Click the Settings tool in the Console; or click the Device button, then Configure in the
Security Settings panel. The Protection Settings screen appears, with Security &
Tuneup Controls > Scan Preferences selected by default in the Command Menu.
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Other Settings

Restore Defaul

Figure 49. Scan Preferences
2. The following Scan Preferences are displayed. Check or uncheck to change a setting.

e Scan for threats when opening, saving, or downloading files. This is the real-time
scan that protects you at all times when you’re using your computer. This is enabled
by default.

o Enable real-time scanning check compressed files (like ZIP files). This is
disabled by default. Checking the checkbox enables the item, but the
deeper scan uses more CPU cycles.

o Check if programs try to make unauthorized changes to system settings
that could threaten your security. This is enabled by default.

=  Prevent programs on portable drives from launching
automatically. This is enabled by default.

e  Windows 8 Only: Scan for suspicious files as the computer starts. Key security
components begin working even before Microsoft Windows 8 has finished loading,
before threats have a chance to attack.

e Protection Level. This behavior monitoring function is enabled by default to switch
from Normal to Hypersensitive only when needed, but you can change this setting.

o Normal - Detects and stops security threats based on clearly risky
behavior.

o Hypersensitive - Aggressively eliminates programs even if they only pose a
small risk of bad behavior.

o Switch protection level automatically - Increases the protection level only
when you need it. This is the default setting.

e Automatically delete files that show any signs of a threat. This is enabled by
default, to automatically delete threatening files.

e  Automatically delete potentially unwanted programs. This is enabled by default.

e Automatically delete joke programs. This is enabled by default.
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o Display a warning after detecting viruses, spyware, or suspicious behavior. This is
enabled by default. Trend Micro Security is selective when using pop-ups; it’s never
overly intrusive.

3. If you wish, click Restore Default Settings at any time (in this and any subsequent
screens) to restore default settings to their factory condition.

4. Click Apply to apply your changes, then OK to close the Protection Settings window.

Device: Security Settings: Security & Tuneup Controls:
Scheduled Scans

To modify Scheduled Scan preferences:

1. Click Security & Tuneup Controls > Scheduled Scans. The schedule options panel
displays.

Set a specific schedule

® Quick scan

Full scan

Other Settings
Restore Default Settings oK || Cancel

Figure 50. Virus & Spyware Controls > Scheduled Scans
2. Choose among the following options:

e Conduct a scheduled scan of the computer. This is enabled by default. “Friday at
12:00 PM” is chosen by default as the day and time to conduct the scheduled scan.
Use the popup menus to change the day and time the scheduled scan will be
conducted.

TIP: Scheduled scans are best conducted when the computer is on but not in use, as
they take up a portion of Memory, CPU, and Disk processes.

e  Scan Type. Quick Scan is selected by default.
o Select Quick Scan to scan only the places where threats commonly hide.

o Select Full Scan to scan the entire computer, including any external drives,
except network drives.

3. Click Apply to apply any changes, then OK to close the Protection Settings window.
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Device: Security Settings: Internet & Email Controls: Web
Threats
To modify the Internet & Email Controls > Web Threats settings:

1. Click Internet & Email Controls. The Web Threats panel appears by default.

Exception Lists

Restore Default Settings

Figure 51. Internet & Email Controls > Web Threats
2. Block potentially dangerous websites is checked by default.

3. For Protection strength, use the slider to select the strength. More aggressive blocking
blocks more websites, some of which you may not wish to be blocked.

e High - Choose “High” to block threats in sites that show any signs of fraud or
malicious software.

e Normal - Choose “Normal for regular daily use without aggressively blocking minor
risks. This is the default setting.

e Low - Choose “Low” to block only websites confirmed as fraudulent or dangerous.

4. Display the Trend Micro Toolbar on supported web browsers. This enables Antivirus+
to rate links on webpages or mouseovers for malicious URLs and their accompanying
payload. This is enabled by default.

5. Prevent Microsoft Internet Explorer, Firefox, and Chrome from running malicious scripts
on infected websites. This is enabled by default.

6. Click Apply to apply your changes, then OK to close the Protection Settings window.

Device: Security Settings: Internet & Email Controls: Spam
& Emailed Files

To modify the Internet & Email Controls > Spam & Emailed Files setting:

1. Click Internet & Email Controls > Spam & Emailed Files to open the panel. The panel
opens with the settings unchecked by default.

#9, TREND, ’
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Figure 52. Internet & Email Controls > Spam & Emailed Files

Filter out unsolicited advertisements and other unwanted email messages. Check this if
you wish to stop spam and other unsought messages.

Check for threats in files attached to email messages. Check this to scan all POP3 email
messages for malicious attachments and remove them.

Click Apply to apply any changes, then OK to close the Protection Settings window.

Trend Micro Anti-Spam (TMAS) support per OS Platform and Mail Client is given in the
table below.

Table 6. TMAS OS Platform and Mail Client Support

OS Platform Mail Client

Windows XP Outlook Express

Windows Vista (32 and 64
bit)

Windows Mail, Windows Live Mail 2011

Windows 7 (32 and 64 bit) Windows Live Mail 2011

Windows 8 (32 and 64 bit) Windows Live Mail 2011

All

Outlook 2003 (32bit), 2007 (32bit), 2010 (32bit), Windows
Live Mail 2009

Device: Security Settings: Internet & Email Controls:
Network | Firewall Booster and Wi-Fi Protection
To modify the Wi-Fi Protection Settings:

1.

42

Click the Settings tool in the Console. The Protection Settings screen appears, with
Security & Tuneup Controls > Scan Preferences selected by default.

Click Internet & Email Controls > Network in the Command menu. The Network screen
appears.
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Other Settings

Restore Default Settings oK Cancel

Figure 53. Internet & Email Controls > Network

3. Activate the Firewall Booster is checked by default. This enhances the protection given
by the Windows Firewall and detect botnets programs that can hijack your computer by
remote control.

4. Display a warning when connected to potentially unsafe wireless networks or hotspots.
This is disabled by default. Check this to enable the feature.

5. Click OK to save your changes.

Note: The Exception List for Wi-Fi Protection allows users to add unprotected home
networks to an exception list, so that users are not subject to frequent warnings
for networks they know to be safe. See the Exception Lists section below for more
details.

Exception Lists: Programs/Folders
To add items to Exception Lists Programs/Folders:

Trend Micro Security lets you add programs, folders, or websites to exception lists so that
scans will ignore them. Adding programs or folders to exception lists can increase
performance during scans, while adding frequently-accessed websites can prevent
unwanted blockage. Users are advised to use exception lists wisely, as it may open
computers up to more threats.

1. To add items to exception lists, click Exception Lists. Programs/folders appears by
default.

9, TREND. 5
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Protection Settings ® -x

Security & Tuneup Scans and other kinds of mor anything you 3dd o the s

Controls +Add

Internet & Email Controls Nome - Ty

Exception Lists
|
|
|
|
|

Other Settings
Restore Default Settings oK Cancel

Figure 54. Exception Lists > Programs/folders

2. Click +Add to add a program or folder to the exception list. A dialog appears, letting you
Add an Item.

Add an Item

Click Browse... to find a file or folder that belongs on the list.

Cancel |

Figure 55. Add an Item

3. Click Browse to browse to the file or folder you wish to add. An Open dialog appears.

Lookin: | )i UFmwrk v @F @
" Name s Date modified Type
< B T/16/720142:30PM  File folder
Recentplaces | 1700 7/16/2014230PM  File folder
b 2147483647 TN6&/2014 230PM  File folder
& tmdshelldit TN42014349AM  Applicatic
Desitop UProfile.cig TNGW4231PM  CFGFile
- © uiseAgnt /1472014 3:49 AM  Applicatic
= [©uipdateTry T42014 349 AM__ Applicatic
Libaries 8 uiWatchDog T\42014 349 A Applicatic
5 tilUiProfite.dl 71472014349 M Applicatic
A EIWSCStatusController 142014 349AM  Applicatic
Computer
< >
Network:
File name: ulpdate Tray v ‘ Open
Files of type: = v Cancel

Figure 56. Open Dialog

4. Select the item you wish to add, then click Open. This adds the item to the Add an Item
dialog.

Add an Item

Click Browse... to find a file or folder that belongs on the list.

Browse.. | C:\Program Files\Trend M..\uiUpdateTray.exe

Kl o
Figure 57. Add an Item (item added)

5. Click OKin the Add an Item dialog. The item is added to the exception list.
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Protection Settings ® - x
Security & Tuneup Scans and other inds of moritoring will gnore anything you sdd to th st
Controls +Add || X Remove
Internet & Email Controls
@ Name o Type
Exception Lists C\Program Files\Trend Micro\UniChent\Uifrm...  Fie
e folders
Other Settings
Restore Default Settings ok ancel |

Figure 58. Item Added to Exception List

6. Toremove an item, check it, and then click the X Remove button.

7. Click Apply to save any changes, then OK to close the Trend Micro Security Console.

Exception Lists: Websites

To add websites to an exception list:

GLv1.0

1. Inasimilar way, to add or remove a website from its exception list, click Exception Lists

> Websites in the Command Menu. The Websites exception list appears.

Protection Settings @l =% |
Security & Tuneup
Controls
Internet & Email Controls

Exception Lists

iB
~

Other Settings

NES RS CEY R CRY RS

Restore Default Settings oK Cancel

Figure 59. Exception Lists > Websites
2. Click Add to add a website. A dialog appears, letting you Add or Edit an Item.
3. Choose among the following options:

a. Typeinthe URL you wish to add in the edit field.

Add or Edit an ltem

@ Add the address (URL) of s website

Figure 60. Add or Edit an Item

b. Or select Import addresses (URLs) from your Internet Explorer “Favorites”.
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Add or Edit an Item

dth
® import a

|

i
Figure 61. Import URLs from IE

c. Choose Block or Trust from the Response pop-up (for either option).

d. Click OK to save the option.

4. Click Apply to save your changes, then OK again to close the Trend Micro Security
Console.

Exception Lists: Wireless Connection

Trend Micro Security allows you to add access points to the Wireless Connections Exception
List that Trend Micro Security may consider risky or dangerous. Wi-Fi hotspots added to the
list are considered trusted access points.

To add and remove a Wireless connection to the Exception List:

1. When you attempt to log onto an access point, Trend Micro Security may give you a
pop-up warning that the network connection is risky or dangerous.

Antivirus+ @ x

Risky Network Connection

You have connected to a netwark that does not require
authentication, which means that someone could
potentially monitor your computer, Please change to
another wireless network.

Name : ASUS PadFone

What triggered this warning?

Trust this network despite the risk

%) TRenD ﬁ

Figure 62. Risky Network Connection

2. If you know this access point probably isn’t risky, you may wish to add this network to
the Wireless Connections Exception List. To do so, simply click Trust this network
despite the risk and the site will be added to the list.

3. Later, you may wish to delete this from the Exception List. To do so, click the Settings
tool to open the Protection Settings screen. The Virus & Spyware Controls screen
opens by default.

4. Click Exception Lists > Wireless connection in the Command menu. The Exception List
for Wireless connections appears.
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Other settings

Restore Default Settings o Cancel

Figure 63. Exception Lists > Wireless connection

Select the access point in the list and click Remove. Trend Micro Security deletes it from
the list.

Click Apply to save your changes.

Other Settings: System Startup

By default, Trend Micro Security chooses the optimal settings when starting your computer.
You can change these settings.

To modify Other Settings > System Startup:

1.

J
==
-4
om
o Z
e

Click Other Settings in the Command Menu. The System Startup screen appears by
default, with Balanced Protection chosen by default.

Other Settings ® - x

| 1) System Starty Extra Security

® Balanced Protection (Recommended)
t er 4 h

Extra Performance

3 renn ok | cancel

Figure 64. Other Settings > System Startup
Select among the following options:

e  Extra Security - Security software drivers will load as soon as the computer starts,
which makes the operating system launch more slowly.

e Balanced Protection - This is the default setting. Only some security software
drivers will load when the computer starts to reduce delays. Others will be loaded

later.
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e Extra Performance - Security software drivers will load only after the computer has
started to help the operating system launch more quickly.

3. Click Apply to save your changes, then OK to close the Protection Settings window.

4. Restart the computer to apply the changes to your system.

Other Settings: Network Settings
To modify Other Settings > Proxy Settings:

1. Click Other Settings > Proxy Settings in the Command Menu. Proxy Settings appears,
with Use a proxy server and Use Internet Explorer Proxy Settings chosen by default.

3, Treno 5

Figure 65. Other Settings > Proxy Settings

2. Reduce data usage in metered network is selected by default. The frequency of
maintenance software updates will be less than on a non-metered network.

3. Select Enter the necessary proxy server settings to manually enter a proxy server’s
name, port, and credentials (if required).

Other Settngs ® - x

Figure 66. Other Settings > Proxy Settings > Enter Settings

4. Or select Use an automatic configuration script and enter the script in the Address field
provided.
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e o | one I |

Figure 67. Other Settings > Automatic Configuration Script

5. Click Apply to save your changes, then OK to close the Protection Settings window.

Other Settings: Smart Protection Network

Trend Micro Security can provide feedback to the Smart Protection Network (SPN), to
automatically correlate and analyze information about threats found on your computer (and
millions of others), for better protection. By opting into the SPN feedback process, you
improve yours and others’ threat protection, since threats sent from your computer are
immediately added to the threat analysis/detection/prevention process, but the choice is
yours to opt in or out. You can also opt into sharing computer performance information with
Trend Micro, to help yours and others’ computers work better.

To share/not share feedback with the Smart Protection Network:

1. Select Other Settings > Smart Protection Network from the Command Menu. The
threat information feedback panel appears.

® -x

‘
TREND ancel |
3BT o[ e | SN |

Figure 68. Other Settings > Smart Protection Network

2. Check/Uncheck Share threat information with Trend Micro to opt in or out of the
feedback process. (This will be checked or unchecked depending upon the choice you
made to participate or not participate when you installed Trend Micro Security.)

3. Check/Uncheck Share computer performance information with Trend Micro. Trend
Micro analyzes the settings and capabilities of millions of computers to help yours work
even better. No personal information is gathered or shared.

4. Click Apply to save your changes, then OK to close the Protection Settings window.
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Other Settings: Password

To add or change your password:

GLv1.0

Trend Micro Security allows you to add a password to protect your overall program settings,

so only those who know the password can make changes. For Trend Micro Security Internet
Security (TIS) and Maximum Security (MS), the password enables other functions, such as

Parental Controls in IS and MS and Trend Micro Vault in MS. See the two following chapters
for details.

1.

Select Other Settings > Password from the Command Menu. The Password screen
appears.

3 rrene o || ane |
Figure 69. Other Settings > Password

Check Enable password protection to prevent unauthorized changes.

Enter your email address, a password, and the password again to confirm it. Trend
Micro Security gives you feedback on your password strength.

Fill out the Password Hint and Email Address fields in case you forget your password
later.

Click Apply to save the password changes, then OK to close the Protection Setting
window.

Other Settings: Background Picture

50

Trend Micro Security allows you to change the background picture of the Trend Micro
Security Console. You can use backgrounds provided by Trend Micro, or customize the

background using your own pictures.

To change your Trend Micro Security interface:

1.

In Other Settings, select the Background Picture menu item. The Background Picture
editor appears.
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Other Settings ® - x

Sip into something

Vi =

9 TREND oK Cancel

Figure 70. Background Picture Editor

2. Select any background picture provided and click Apply to save the new background, or
add a picture from your computer.

3. For the second option, click the Edit button to edit your user interface. The Select a
Picture dialog displays.

Select a Picture

After choosing an image file on your computer, you can crop the picture to make it fit

Browse... |

Figure 71. Select a Picture

4. Click Browse to select a picture, then navigate to a folder containing your pictures.

Lookin: | ] Pictures v @F @
Ly
<
m -
Desktop ACropped DSC00828
Country Road
Libranies.
Computer
Network = S
Fie name A Cropped Country Road v [ Open
Files of type: \mages ("bmp." ipg.” peg.” gf " png) v Cancel

Figure 72. Browse to Picture

5. Select your picture and click Open. The picture is loaded into the editor.
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10.
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Select a Picture

After choosing an image file on your computer, yo

Figure 73. Sizing

Use the Sizing tool to make your image larger or smaller. Click the (+) or (-), or drag the
slider.

When you’re done, click OK to close the editor.
Click Apply to save your Ul change, the OK to close the Background Picture tab.

Navigate to the main Console screen. Your new picture appears in the background.

() Protected

‘ou have access to the latest protection

Bpics 0n 71872015 % 1rene

Figure 74. Trend Micro Security Console with New Skin

You can return to the classic Trend Micro Security background at any time by clicking its
icon in the editor and clicking Apply, then OK; then return to the main Console screen.
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Figure 75. Classic Trend Micro Security Background

TRENDMCRO [4reedback @aethep L~ — X
Antivirus+

P e §
Family

Figure 76. Trend Micro Security Console

Privacy: Social Networking Protection

Trend Micro Antivirus+ Security, and all higher-level editions, includes Social Networking
Protection that keeps you safe from security risks when visiting the most popular social
networking sites including Facebook, Twitter, Google+, LinkedIn, Mixi, MySpace, Pinterest,
and Weibo. In Facebook, you can also warn a friend when a link is dangerous. The function is
turned on by default in Trend Micro Antivirus+, Internet Security, and Maximum Security,
automatically activating the Trend Micro Toolbar.

To use Social Networking Protection:

1. To configure Social Networking Protection, click Privacy in the Console. The Social
Networking Protection screen appears.

#®), TREND, 53
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TRODMCRO [Areedback Dcethelp L~ — X
Antivirus+
€«  Privacy
° Social Networking Protection On Configure
b 5 Ghancewhich Bl imred B g

I polar social media it

Figure 77. Social Networking Protection

2. Click Configure. The Social Networking Protection toggle screen appears.

Social Networking Protection ® - x

e Internet Explorer (]

9) TREND oK Cancel

Figure 78. Social Networking Protection On

3. Social Networking Protection is turned On by default and the browser(s) installed on
your system is shown. Trend Micro Security protects Internet Explorer, Chrome, and
Firefox on the PC. If you wish, click the slider from On to Off to disable the function.
Trend Micro does not recommend that you turn off the setting.

4. Open your browser, select the Trend Micro Toolbar, and note that Rate links on web
pages is selected by default.
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Settings
Help

Speed up browsing by disabling add-ons.

S care

e fo
entertainment

DA: Evidence |

Hernandez's.

news sports entertainment money video living health autos

‘ Mal

Figure 79. Rate Links on Web Pages
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Select Rate links on mouseover to enable the feature. Now, when you mouse-over a
link in search results, Trend Micro Security will scan it in real-time and provide you with
a rating and details about it.

Plot Cast Producton Souncirack Recepbon

© Newss about Hackers
ting cominews

3 Russian hackers

bomt in Nasdeq -

CHIN Money 1 hour ago
Nasdaq was the tarpst of hackers who left & ‘digital bomb In 2010 1

diin' go oft. But it could have halted frading and cost billlons. NEW YORK
(Ci¥NMoney)

taks () Safe

vahod

How e santa Rosa Hackers | Facebook

Faei oo 12 open mh ge.

x

jabanng

How to - Discover

s Hobbms =
identy sacunty issues with

ozt arry mediu,

™
? 1) Trena hito Bage Raing

Hitpa: iwww facebook com' SantaRosaMackers =

Santa Rosa Hackers. Santa Rosa, Caiformia. 111 Tkes - 35 tafiing sbout his. Santa

Rosa Hackers

Huge criine catalog dedicated 1o the serious phone phesker, casino chester. frit
machine bester dss and cable tv user. gambiing hacker. magnetc siripe hacker

© Santa Rosa Hackers - (Santa Rosa CA) - powered by ..

Santa Rosa Hackers: Sports lasgue web ste proviced and hosted free of charge by
LeagueLineup.com - The Youth and Amateur Sports Porial

© Videos of hackers

ting comdess

bl |

10 Infamous. Hackers Hackers (8/13)
Computer

Hackers smbe

Movis CLIP - Ha
VeuiTube VeuiTuba

Ancaymous -
Hackars Worid [
VeuTube

L TWAter

o), Chvistopher Mims
DD @i hoxes
|t
Hackers Stole the Nasdaq"
Ik o201
-

How Russisn
Hackers Stale e
Nasdeq
businasswesk com
B % Seeon Twitier
See more on Twiter

Figure 80. Safe Trend Micro Page Rating

N\
==
-
om
2
o O

55



Trend Micro™ Security 2015 — Product Guide GLv1.0

Plot Cast Produchon Scundirack Reception T TwiTter
W), Chistopher Mims
© News about Hackers ey o
bing cem rews This is AMAZING: *How Russien
Russian hackers piaced cigtal bort in Nasdeq - report Hackers Stole the Nasdaq'
¥ CNN Money - 1 hour ago businessweek comarticles/2014-
Nasdaq was the target of hackers who lef  ‘Ggiaf bom' in 2010 1 os @tomgars
didn't go off. But it could have halted frading and cost billions. NEW YORK
How Rus:
(Chbltony) Hackes Siole e
Hacks 22 2 wamning to Google. ¥ Nasdeq
busnesswesk com

Vahoo News 13 muruses =

B % Seeon Twitier
See more on Twitter

Ars Technica - 31

OW| (%) Dangerous * - Di
the
VWA HACKERS HOME PAGE-computer ibie =

How elite hackers (simoat) stole the NASDAQ

Thewg| idantty secunty msues wih
“io hackarsnom o
compy e 2 - Bimost any medium.
oq =
hitps:
B5 taliing sbout s Santa
Rodll B Tren iz page rag

ine cataiog dedicated to the serious phone phvesker. casing chester. frut
machine bester, dss and cable tv user. gambling Nacker. magnet sirpe hacker

wewn come asp7us -
5anta Rosa Hackars: Sports leagus web site provided and hosted fres of cherge by
LeagueLineup.com - The Youth and Amateur Sports Portal

© Videos of hackers

bing comAdeos

10 Infamous Hackars Heckers (813)  Anonymous -
Computer Hackars Bmbio Movie CLIP -Ha.. Hackers World [
YouTube YouTube YouTube

Figure 81. Dangerous Trend Micro Page Rating
6. Simply position your mouse over the checkmark to view details about the rating.

7. If you click on a bad link, you’ll be blocked.

® Website Blocked by Trend Micro Antivirus+
Dangerous Page

Address: http:/hackershomepage.com/

Trend Mcro sofware or has
oniine scams of fraud
3 S48 want 10 open his page, despite the risk
Want Antivirus+ to keep protecting you?
bhlmdipltabg e e Lo RO |
ity

Figure 82. Dangerous Page

8. You can still open the page by clicking Still want to open this page, despite the risk?
Trend Micro doesn’t recommend this.

9. The same link ratings and mouse-over functions are available from within supported
social networking sites. Note too, that when a URL posted on Facebook is rated as
dangerous by Trend Micro Security, you can warn your friend about it.
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Figure 83. Dangerous URL on Facebook Detected by Trend Micro Security

10. Below the dangerous URL, click the link Warn your friend about this post. Trend Micro
Security adds the warning to the comment field.

Figure 84. Warn a Friend About the Dangerous URL

11. Click Enter to post the warning. Trend Micro Security posts the warning along with a
Welcome link from Trend Micro. The user is advised to remove the dangerous link and
to scan their computer for security threats.
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Chapter 5: Trend Micro Internet Security

This chapter provides detailed instructions for configuring and using Trend Micro Internet
Security.

Protection Overview

Trend Micro Internet Security provides everything included in Trend Antivirus+ Security, but
adds some significant protections and tools, outlined below. To enable all functions, you
need a paid version of Internet Security.

Welcome to Trend Micro Internet Security x

Improve Computer Performance and Remove
Threats with Just One Click

Risk Report Y ” & Ways to Speed Up
(Vi .\

Do not show this agair

Figure 86. Trend Micro Internet Security Welcome Screen

TRENDMICRO . [4reedback Doetrelp X~ — X
InternetSecurity

o @ B &

Device Privacy Family

@ et Aot D Eapites on 771772015 ) mene

Figure 87. Trend Micro Internet Security Console
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Figure 88. Device > PC Health Checkup | Protect Another Device
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Figure 89. Privacy > Privacy Scanner | Data Theft Prevention
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LY Secure Erase

Erase sensitive files 5o that nobody can recover them

Password Manager
* Easily sign ints without having to remember muftiple
passwords. Works across multiple devices

ot Configure

Free Trial

Figure 90. Data > Secure Erase | Password Manager
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TRENDMCRO . [“ Feedback DGetHelp L~ — %
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«  Family

. Parental Controls o, Configure
ﬂ Limit which software and websites you may use, monito
th ties of children, and block inappropriate images

.....

Figure 91. Family > Parental Controls

Note: Trend Micro Internet Security has additional features beyond Trend Micro
Security Antivirus +, including: Smart Schedule Scans, Instant Messaging
Protection, PC Health Checkup, Protect Another Device, Privacy Scanner, Data
Theft Prevention, Secure Erase, Parental Controls. Additional Offerings: Free Trial
of Password Manager; 3-device Option — PCs and Macs

ADDITIONAL TOOLS FOR TREND MICRO SECURITY INTERNET SECURITY PAID VERSION
Smart Schedule Scans

Trend Micro internet Security provides a new way to conduct scheduled scans with its Smart
Schedule. Based upon recent computer usage, the most suitable scan will start automatically
at an appropriate time.
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Instant Messaging

Trend Micro Internet Security adds an additional layer of protection for instant messaging,
checking for security risks in links to websites received via IM programs.

PC Health Checkup

Trend Micro Internet Security adds the PC Health Checkup, which can improve PC
performance by cleaning up temporary files, registries, and the Start-up Manager. Reports
provide information on how your computer has been optimized.

Privacy Scanner

Trend Micro Internet Security adds the Privacy Scanner for Facebook, Twitter, Google+,
LinkedIn, and your PC browsers (Internet Explorer, Chrome, and Firefox), the latter two new
additions for 2015. The Privacy Scanner scans your privacy settings, alerts you to settings
that expose you to potential identity theft, and lets you automatically change them.

Data Theft Prevention

With its Data Theft Prevention feature, Trend Micro Internet Security allows you to prevent
data leakage (from email and instant messaging tools) or data theft (from tools such as
keyloggers).

Secure Erase

Trend Micro Internet Security also adds Secure Erase, which shreds computer files that have
sensitive information, making it impossible for an unauthorized person to recover them.

Parental Controls

Trend Micro Internet Security allows parents to restrict access to websites by users, rule
sets, and categories. Parental Controls also gives parents the ability to limit the amount of
time their child is allowed to use the Internet. Trend Micro Security’s Parental Controls tap
into Windows User Accounts, assigning each rule set to a specific user.

Password Manager

Trend Micro Internet Security provides easy download access to a free 5-account version of
Trend Micro Password Manager, which helps you to manage all your online credentials.
Trend Micro Security users can buy the full version for unlimited password management.

Trend Micro Internet Security (Antivirus) for Mac

Trend Micro Internet Security’s standard license allows you to protect up to three PCs.
However, you may purchase a three-device option, which provides you with the ability to
also protect a Mac with Trend Micro Internet Security (Antivirus) for Mac.
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Device: Security Settings: Security & TuneUp Controls:
Smart Scheduled Scan

Trend Micro Internet Security provides a new way to conduct scheduled scans with its Smart

Schedule. Based upon recent computer usage, the most suitable scan will start automatically
at an appropriate time.

To view Smart Schedule scan:

1. Inthe Trend Micro Security Console, click Device > Security Settings > Configure. The
Security & Tuneup Controls appears, with Scan Preferences selected by default.

otection Settings ®

Security & Tuneup
Controls

7

Other Settings

Restore Default Settings oK Cancel

Figure 92. Security & TuneUp Controls > Scan Preferences
2. Click Scheduled Scans. The Scheduled Scans screen appears.

Protection Settings ® - x

Security & Tuneup M
Controls

| & steniscn Set a specific schedule

Internet & Email Controls

Exception Lists

Other Settings

Restore Defauit Settings ok Cancel

Figure 93. Scheduled Scans > Smart Schedule

3. Observe that Smart Schedule is chosen by default. If you leave this setting as is, Trend
Micro Internet Security will itself decide, based on your recent computer usage, when
the most suitable scan (Quick or Full) should be conducted.
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Device: Security Settings: Internet & Email Controls:
Instant Messaging

64

Trend Micro Internet Security adds an additional layer of protection for instant messaging,
checking for security risks in links to websites received via IM programs. With IM protection,
if you click a link to a bad website, you're instantly and proactively blocked at the exposure
layer by the SPN in-the-cloud URL reputation service and given a warning. You never get the
chance to be infected.

To install the IM protection, you first need to install the IM program(s) you'll be using. The
installation button for the installed IM program(s) will then become active in the Trend
Micro Security user interface.

Trend Micro Security supports the following instant messaging programs/versions:
e Yahoo!® Messenger 8.0, 8.1, 9.0, 10.0, and 11.5
e  AOL® Instant Messenger™ (AIM®) 6.8, and 6.9

Note: Inthe example below, Yahoo! Messenger has been previously installed.

To install Instant Messaging protection:

1. Inthe Protection Settings screen, click Internet & Email Controls > Instant Messaging.
The Instant Messaging protection screen appears.

® - x

Other settings

Restore Default Settings oK Cancel

Figure 94. Internet & Email Controls > Instant Messaging

2. Inthe Yahoo! Messenger section, click Install. A pop-up appears, indicating Installation
Completed.

| Installation Completed

w see ratings for links received when chatting with Yahoo

oK

Figure 95. Instant Messaging Protection Installation Completed
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Instant Messaging protection is enabled by default. You will now see ratings for links
received when chatting with Yahoo Messenger. Click OK to close the pop-up.

® - x

Other Settings

Restore Default Settings oK Cancel

Figure 96. Enable / Disable IM Protection
Click OK again to close the Trend Micro Security Protection Settings window.

Return to this window to disable the protection at any time. Simply move the slider to
Disabled, then click Apply to save your changes.

Device: PC Health Checkup | Security Settings

Tren

d Micro Internet, Maximum, and Premium Security provide a PC Health Checkup that

can help you recover disk space, make Microsoft Windows start faster, clean up your instant
messaging history, and optimize your computer’s performance. You can also plan scheduled
tune-ups that can automatically keep everything running smoothly.

Note: PC Health Checkups are automatically performed whenever you do a Quick or Full

Scan, but you can also conduct a PC Health Checkup on its own.
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To perform a PC Health Checkup:

1. Click Device > PC Health Checkup > Start in the Console. A PC Health Checkup scan
begins immediately, showing the progress of the optimization.

TRENOMICRO. ) % Feedback Get Hel - =X
InternetSecurity 2= © v &

€  Device

Security Settings Configure

A

PC Health Checkup Start

Optimize the performance of this computer.

Protect Another Device e
Extend your protection beyond this computer. ~

16%

Preparing to optimize...
Reviewing Startup Progrems

pause || stop

Figure 97. Device > PC Health Checkup > Start

2.  When the scan completes, a Results screen appears, providing an indicator of your
Optimization Level—in this case, Very Good, suggesting possible improvements.
Results ® - x

Optimization Levek ®

Very Good

Possible improvements: 1

MAKE IMPROVEMENTS

Show Details -3

3 1rene [ close

Figure 98. PC Health Checkup Results

3. Click Make Improvements to make the improvements. PC Health Checkup makes the
improvements to your system.

4. You can also click Show Details to obtain more details about the suggested
improvements. The Details screen appears.
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Results @ | —ix
€ Details
(@& Fix Security Vulnerabilities @
() Reduce Computer Startup Time
(%)
=
[H] Regain Disk Space @
No junk files found
TZ] Clean Privacy Data @
=l : 5
%) mene =

Figure 99. PC Health Checkup Details
5. Details include the following:

e  Fix Security Vulnerabilities

e Reduce Computer Startup Time

e  Regain Disk Space

e Clean Privacy Data

6. Again, click Make Improvements to make the improvements; the results will be
displayed.

7. Click Back to return to the Optimization Level window. The level will be adjusted to
show your improvements.

Optimization Levet @

]

Show Details ~3

| Bymee e

Figure 100. Optimization Level: Excellent

8. Click Close to close the Optimization Level window. This returns you to the Device
Settings window.
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TRENDMCRD [% reedback @Doetrep L- — %
InternetSecurity

€&  Device
Security Settings Configure
I eal-Gime Scanning on
tering On

PC Health Checkup Start
ptimize the performance of this compute

Protect Another Device Choose
Extend your protection beyond this computer |

P

Figure 101. Device > PC Health Checkup

To configure PC Health Checkup:

1. Click Security Settings > Configure. The Protection Settings screen appears, with
Security & Tuneup Controls > Scan Preferences shown by default.

2. Click PC Health Checkup to configure its settings.

ecion Setings ® -x

Other Settings

Restore Default Settings oKk Cancel

Figure 102. PC Health Checkup Settings

3.  You can define how PC Health Checkup works by checking/unchecking a Security
Vulnerability or Unneeded System Files item. All items are checked by default.

Check for security vulnerabilities
e Windows Update

e Firewall Protection

e Internet Explorer

e  User Account Control Settings

e  Flash Player Update
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Check for unneeded system files
e Temporary Windows Files
e Temporary web browser files

e Temporary application files

Recycle Bin contents

4. Click Apply to apply any changes.

Security Report: PC Health Checkup

Once you have conducted one or more PC Health Checkups, you can view a PC Health
Checkup Security Report.

To view a PC Health Checkup Security Report:

1. Open the Trend Micro Security Console.

[4reedback @ocethelp L~ — X

TREND MICRO
InternetSecurity

o @ @ B

(@ Protect Another Device Easites on 771272015 3y rene

Figure 103. Security Report Tool

2. Click the Security Report tool. The Security Report appears, with Web Threats selected
by default. Click the PC Health Checkup menu item to display a Report.
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70

@ - x

‘omputer Threats  PC Health Checkup  Parental Controls

Spaca, Startup Time, and Privacy Data Ceck How
Osytes
Space Recovered

Mo space has been recovered last month

%) TREND Close

Figure 104. PC Health Checkup Report
Click See more details to obtain tabular data on Security and PC Health Checkup results.

® o«x

73 aene Close
Figure 105. PC Health Checkup Logs
Click Export to export the log in .CSV or .TXT format.

Monthly Security Reports are automatically generated by Trend Micro Security and
emailed to you at the email address you used to create your account. Your monthly
report includes

e Alist of Computers Protected in your account
e A Threat Summary, including the various types of threats detected

e A PC Health Checkup, including amount of space recovered and seconds saved at
startup

e  Parental Controls, including violations of web and usage rules

e Aninvitation and button to protect other devices, the number of which depends
upon your active Trend Micro licenses.
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Privacy: Privacy Scanner: Social Network Privacy & Web
Browser Privacy

The Trend Micro Security Privacy Scanner works with Facebook, Twitter, Google+, LinkedIn
and supported PC browsers (Internet Explorer, Chrome, and Firefox). It’s turned on by
default in Trend Micro Internet, Maximum, and Premium Security. The default setting also
turns on the Trend Micro Toolbar, which can be used to launch the Privacy Scanner.

To use the Privacy Scanner:

1. Double-click the Trend Micro Security shortcut on the desktop to open the Trend Micro
Security Console. The Trend Micro Security Console appears.

Wreeback @cetrep L+ — X
InternetSecurity

@ Protect Anctner Devic Bpieson 7172 3 rene

Figure 106. Trend Micro Security Console > Privacy

2. Do one of two things: In the main Console window, click the Privacy icon. The Privacy
window appears.

TRENDMCRO [Yreedback @Dcethep L~ — %
InternetSecurity

- Privacy

@ Privacy Scanner On Configure
etworking site e settings to help

Social Networking Protection On Configure

Data Theft Prevention Off Configure

®

Figure 107. Privacy > Facebook Privacy Scanner

3. Click Configure in the Privacy Scanner panel. The Privacy Scanner window appears.
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4.
5.

6.

Privacy Scanner ® - x

@p}gqg oK Cancel |

Figure 108. Privacy Scanner window
Ensure the slider is On and click Check Now in the Social Network Privacy panel.

OR: Open your browser and select the Trend Micro Toolbar > Check your online privacy.

https:// v yahoo.com/ Tilc=
X | @Tvend Micro Toolbar v

[V Ratelinks on web pages
I Rate links on mouseover
Check your online privacy
Settings

Help

Figure 109. Check your online privacy

Both actions take you via your browser to the Trend Micro Privacy Scanner webpage,
with the Facebook sign-in panel shown by default.

Facebook Privacy Settings

To check your Facebook Privacy Settings:

72

x (8) et M e <

®privacyscanoer .
| @ roeo

A n

B Gosghe Sign in to check your privacy.

-

@ vamenm Exck a8

CROICIEEIE:
Figure 110. Trend Micro Privacy Scanner | Facebook
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1. Inthe Privacy Scanner page, click Sign In. Trend Micro Security automatically takes you
to the Facebook login website.

facebook

Sign Up
Connect with friends and the It's free and always vill be.
world around you on Facebook.

Sou photos and updatas from frends i News Fesd

Share what's new in your e on your Timeline

Birthday
. Findmore of what youe locking for wih Graph Search. wart ]| D] | vaar ]| 1 e e e

Sign Up.

Create a Fage for a cslebrity, and or business.

Eaghi (15) Eadi Pt (Bl Facss Frosct) Dosich Tolirs et 70 S(B4) 578

Figure 111. Facebook Login Webpage

2. Signin to your Facebook account. The Facebook News Feed page displays, showing
Trend Micro Security’s Privacy Scanner for Facebook.

% ) e i Tooha -

z g 1 Privacy Concern Found

Click the button below 1o get started with improving your
Facebook privacy settings. Leam more

(7] Keopshoming e e @ | - NtonsGuard ofthe United Sates:

42 Skyo McColo Bartusiak “Tho Fabiol

Update Status (=] Add PhotosVideo

NoPiracy.org

new
NOx e D, GAMMA RAY ,

e . 1% Chat (5)

X T138AM
"
L OGN AR e

Figure 112. Facebook > Check My Privacy

3. Click See Scan Results. Facebook returns the results, indicating when you have privacy
concerns.
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2 tmib://tmtoolbar/PrivacyScanner/local_page/in O - C || [ Yahoo
. (8) Trend it Toubor =

@ PrivacyScanner Gattiep

Googlet

| K3 Focebook a .:: !{ou have 1 privacy concern.

Strangers can easily track you

[ Linkedin
« Who can look you up using the emal address you provided? (1
v ot s © Everyone v
© Everyono

@ Intemet Explorer B © Friends o
Holp your friends protoct thei privas
© Friends (.

GIOISIO)

o 1146 AM
LIRS
® J im0l T

Figure 113. Facebook Privacy Concerns

If you have concerns, click Fix All to fix all the concerns at once using the Trend Micro
Security recommended privacy settings, or select the drop-down settings menu to fix
them manually. In this example, we’ll choose Fix All. The Fix popup appears.

Fix All
To help protect your pivacy. the folowing changes wll be made to your setings
Settings Current New

- W
adk

Figure 114. Fix All | Editor

Click Fix for the settings with Privacy Concerns. Trend Micro Security changes your
settings and returns the result. In this case, since you accepted the default
recommendations, it returns “Nice work! You don’t have any privacy concerns, but your
friends might need some help...”
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G @ tmebsmcotbarPrivacyscannesnocal pagerin 0 - &
% (B) Trend icr Toolbw -

@ PrivacyScanner Gettioh

| I Facebook ) - !Iice work! You don't have any privacy
concerns, but your friends might need some
help...

W Tuiter
Googlet
[ Linkedin

Help your friends protect their privacy

GIOJCIO)

@ Inleme Explorer ]

1S3 AM
72172018

Figure 115. Nice work!
6. Click the Facebook icon to share a link Trend Micro Security and the Privacy Scanner to

your friends on Facebook. The Share Link screen appears, allow you to share the post in
various ways, using the two popups:

T Share on a tiends tmeine 75 PFOIECt My privacy on social networks. Try if http./www Irendmicro.com

Sharein 2 group
Share o a Page you manage
‘ent security software - Internet Security
Sendinapmatemessaoe  ouq - Trend Micro USA
i .

& Friends except Acquaintances
@ OnyMe
& Custom

e Close Friends
RENOMICRO.COM 2 Famiy

See allts..

rotection and Web threats

R shore Link

Figure 116. Share Link
Upper-left popup:

e Share on your timeline

e Share on a friend’s timeline
e Shareinagroup

e Share on a Page you manage
e Sendin a private message
Lower-right popup:

e Public

e Friends

e  Friends except Acquaintances
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e Only Me

e Custom

e Close Friends
e Family

e Seealllists...

7. Choose an option, or simply click Share Link. The link is posted according to your choice.

DAL G r—mt comimiimie 5 i [ & cove . LT R

x @) Tena i oo -

[ e e v et vt Bson 15 pnoto viswo 3 Pice [ L Gveet

Figure 117. Trend Micro Content Security Software - Shared Link

Twitter Privacy Settings
To check your Twitter Privacy Settings:

RG] & et etccitar Pevacyscannmrocat pagwie 0 - © |[E Yoo
x (8) e s Tocha =

@ E?"iV;cyScanner
0 Pt
e v
B Googer Sign in to check your privacy.
[ ke
@ mewitwow @

Figure 118. Privacy Scanner | Twitter

1. Click the Twitter tab in Trend Micro Privacy Scanner. The Twitter sign in panel appears.

2. Click Sign In. The Twitter Welcome page appears.
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% (®)TrenaMico Toooa =

L 4

Welcome to Twitter.

Connect with your friends — and other
fascinating people. Get in-the-moment updates
on the things that interest you. And watch
events unfold, in real time, from every angle.

New to Twitter?

Sign up for Twitter

EE = O]
Figure 119. Welcome to Twitter

3. Signin to your Twitter account. Your Twitter page appears, with the initial results of the
privacy scan.

o Mitps. twitter.com £ - @ Twitter, Inc..C || K Yahoo & Privacy Scanner W Twitter
X (8) Trend MictoToobor =

Qrome @ notifcations 3 Discov

_ 3 Privacy Concerns Found
ik t below 1o get started with improving your Twitte privacy

Tweets

Who to follow - refresn - view a

G Oreatnca
s’.

NP 2 Follow wid.cm/1sGnfz2

. NYT Opinion . Y
iotow Reuters Top News
Ebola outbreak not hurting investment in Sierra Leone: foreign minister
reut [S1NOWK12

[ WRED
AN ). Abrams reveals the new X-Wing fighter In the latest 'Star Wars' set video.

mmm  B8CSport

SPORT s Follow

B i salon.com
| can hear explosions as | wrte this. They are so close, the furniture ratties and
the lamps shake..." sinm us/ILKABNFS #Gaza

Reuters Top News 7
South Korean police say they may have found the body of a ferry disaster

fugltive: reut rs/1In52kk

. 1367
20
LA D

Figure 120. Twitter > See Scan Results

4. If you have privacy concerns, click See Scan Results. The Trend Micro Privacy Scanner
returns the result.
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€ [I———————r T

x ()Tt ico ook =

@ PrivacyScanner -
i u You have  privacy concerns.
|vw= = & pmm
B8 Goover
Sirangers can sasby vack you
2
S ‘ 0 -

B o e @ Youcanbetagged without your permission

© Allow anyone 1 tag me m photos v

Paople can see where you wers.

R
CRER

Figure 121. Twitter Privacy Concerns

5. Asyou did for Facebook, click Fix All or use the editor to edit specific settings. The editor

Fix All
To help protect your privacy, the following changes wll be made to your seftings
Settings Current New

* Lot others find mo by my email address @ on 5> @on

* Photo tagging © Aow anyone 1o sl

> ampone otag me
1ag me n oo
+ Add a location to my Tweets @on > @on

Figure 122. Fix All | Settings

6. Click Fix to fix your settings. Twitter requires that you enter your password to make
changes to your account.

For your protection, you must now
provide your Twitter password again to
confirm these changes. Click the button
to proceed.

[]Don't mention this again oK

Figure 123. Twitter Password Request

7. Click OK to proceed. The Save account changes dialog appears.

Save account changes x

Re-enter your Twitter password 1o save changes to
‘your account.

Forgot your password?

Figure 124. Save Account Settings

8. Re-enter your Twitter password and click Save Changes. Twitter saves the changes.
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9. When the OK dialog reappears, click OK again to ensure you have no remaining privacy
concerns. The Privacy Scanner returns the result: “Nice work! You don’t have any
privacy concerns, but your friends might need some help...”

T3 Facebook |%elwork! You don't have any privacy

| W Twitter concerns, but your friends might need some
T = help...
B Linkedin

Help your friends protect their privacy

giescon POO®

Figure 125. Privacy Scanner: No Privacy Concerns

10. Asyou did for Facebook, you can click the Twitter icon to post a link to help your friends
protect their privacy.
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Google+ Privacy Settings
To check your Google+ Privacy Settings:

1. Inthe Trend Micro Privacy Scanner portal, click the Google+ tab if you have Google+
privacy concerns. The Google+ sign in panel appears.

 tmtb//imtoolbar/PrivacyScannes/local_page/in £ = ©

X (@) Trend Micro Toolbar +
@ TRENO MICRO GetHelp g
PrivacyScanner

3 Facebook @ 8’
W Twitter .

| B Google- 2 Sign in to check your privacy.
[ Linkedin
@ Intemet Explorer 2]

Trend icro ) mreno v

Figure 126. Google+ Sign In

2. Click Sign in to sign into your Google+ account. The Google Sign In page appears.

Google

One account. All of Google.

Sign in with your Google Account

X

Need help?

Sign in with a different account

One Google Account for everything Google

BEMtO 2>BE

Figure 127. Google Sign In

3. Signin to your Google account. Trend Micro Security scans your privacy settings and
returns the results.
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x () mna i ook =

THNO RO i
@ PrivacyScanner o

0 Fetonr “ You have - privacy concerns.

v
| = oo B

Pacple can ses your personal info

0 Urkedn

Figure 128. Google+ Privacy Settings

4. Click Fix All to fix any privacy concerns. The Fix All dialog appears.

|

Fix All

To bk rosect youn privacy e S5bomtng change: w be mare 10 yout catiogs
Current New
om ©o
° + ou
oo oo

Figure 129. Fix All

5. Asyou did for Facebook and Twitter, click Fix to fix the privacy concerns, or use the
editor to manually make the fixes. Privacy Scanner makes the fixes and returns the

result, saying “Nice work! You don’t have any privacy concerns, but your friends might
need some help...”.

& & Iy Xy [

. (8) aos o Touo -

® PrivacyScanner ik
0 Facsbook ice work! You don't have any privacy
W T i i concerns, but your friends might need some

I & Googler 1 help.
koo

Help your frends protect teir prrvacy

it W GIOICIO)]

Figure 130. Nice Work!
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6. As before, click the Google+ icon if you wish to share a link to Trend Micro Security on
Google+, to help your friends protect their privacy.

LinkedIn Privacy Settings
To check your LinkedIn Privacy Settings:

1. Trend Micro Security 2015 Privacy Scanner adds LinkedlIn to the roster of social
networks it supports.

2. Click LinkedlIn in the Privacy Scanner list to begin a privacy scan of LinkedIn. The
LinkedIn Sign In page appears.

LN & e mtsctbaPrvecycanne oo pge'n 0 - G

) Tend i T =

® PrivacyScanner .

1 Focaboot m
¥ vt
[ Gosger

| o e

Sign in to check your privacy.

&l
Figure 131. LinkedIn Sign In
3. Click Sign in to sign in to Linked In.

Sign in to Linkedin

Figure 132. Sign In to LinkedIn

4. Enter your LinkedIn email address and password and click Sign In. Linked In opens and a
Privacy Scanner panel appears in your LinkedIn page.
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Search for peopl. jobs, companies, and more. A

% ony and avold

Wicro Internet Secari X People You May Know

Worried about who sees what you share on LinkedIn? @

Run the Trend Micro Privacy Scanner to make sure you only share what you want with

CRRRRERE] [ xeco howeg ese s meNo

=3

Welcome back Michael, let's customize your Linkedin experience Grow Your Career By Following
Get updates and share ideas by connecting with people you know Trulia

D o ftrulia
Trka

Michael, get the latest on Trulia Jobs, News &
morel

Nextstep »

You Recently Visited

ElELE © O
Figure 133. LinkedIn > Check My Privacy

5. Click Check My Privacy to begin a privacy scan of LinkedIn. Privacy Scanner scans your
privacy settings an returns the result.

LS @ tmtbtmtootbarPrivacyScannesiocal page/in © - G ||

% (8) Tend oo Toolar =
TREND MICRO. Get Help e
@ PrivacyScanner
Facebook 1 T
L ou have 4 privacy concerns.
A 5m
Googlet
People can see your personal info
I [ Linkedin [+]
ke O On v
S Intemel Explorer a Advertizers can learn more about you
People outside of Linkedin can see your info
Strangers could monitor your connection
v
e 22om
2 s [0 721200

Figure 134. LinkedIn > 4 Privacy Concerns

6. As before click Fix All, or use the editor to edit each manually. For the Fix All option, the
Fix All dialog appears.
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7.

84

Fix All
o help protect your privacy. the folowing changes il be made to your setings

Current New

L > Qon
* Dai Qon s @on

Figure 135. Fix All

Click Fix to fix all the privacy concerns.

2 tmttmtoolbar/PrivacyScanne/local_page/in © = C || [ Yahoo {in] {in]
x (@) Trend Mico Toooa =

® PrivacyScanner S
K3 Facobook Nice work! You don't have any privacy
W Tuiter concerns, but your friends might need some
Googles help...

| B Linkedin

Help your friends protect their privacy
OIOISIO)

@ Intemet Explorer a

wElm ¢ (O k)

Figure 136. Nice Work! No Privacy Concerns

Privacy Scanner returns the result and the familiar “Nice Work!” page appears, where
you can again help your friends protect their privacy by clicking the LinkedIn icon to post
a link.

Trend Micro Security provides ongoing protection for Facebook, Twitter, and Google+.
At any time, particularly when the social networking site changes any privacy policies,
you can run another Privacy Scan on your social networking pages to check your privacy
settings.
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PC Browser Privacy Settings

GLv1.0

Trend Micro Security 2015 Privacy Scanner adds privacy scanning for your PC browsers,

including Internet Explorer, Chrome, and Firefox in its set of protections.

1.

To initiate a browser scan, simply open your preferred PC browser; for example,
Internet Explorer.

wyvimoe [ sgn Ewa

optimizer*#
Trending Now © Wotch the show »
1 My Cyrus © Dun Uogle
2 Lady Goga 7 P Ganol
> Sandea Buock PET———
« By Joul 9 Apilances
5 St ok 10 Star War Eplsode V8

Today's Headlines
1 Ubraine rebos hand tlack bores fo Malayess experts

2 UN passes resolon callng for plane crash prabe

Figure 137. Internet Explorer > Check your online privacy

In the Trend Micro Toolbar, select Check your online privacy. The Trend Micro Privacy

Scanner portal appears, with Facebook selected by default.

|m..m n

W Twe

I Googles Sign in to check your privacy.

[ Ut

St

B Intomet Exploter a

© Google Chvome a
@ fidox -]

Tremd Micro TREND v

Figure 138. Trend Micro Privacy Scanner Portal

Click the installed PC browser you wish to check in the Browsers section; for example,

Internet Explorer. The Privacy Scanner shows when you have privacy concerns.
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2 tmite//tmtoolbar/Prvacyscanneroca_page/in 2 - C | Yahoo
ol =

TRENO MICRO )

PrivacyScanner Gettiey
1 Facebook a You have ~ privacy concerns.
e Y B

Google+

i Strangers can easily track you

- Use A

oon v
| @ Internet Explorer Bl Anti-phishing
@ Google Chvome a « Enable SmartScroen Fier (3 oon 3
@ Firelox a
Help your fiends protect their pivacy

72172018

Figure 139. Privacy Scanner > Internet Explorer

Click Fix All to fix all the privacy concerns, or manually edit them. When you click Fix All,
the Fix All dialog appears.

Fix All
To help protect you pivacy, the following changes wil be made {0 your setiings
Settings Current New
« Use AutoComplote fo user names and
pa oo > @o
oor > @o

Figure 140. Fix All

Click Fix to fix the privacy concerns. Privacy Scanner resets the privacy settings in your
browser and provides a Restart dialog to complete the process.

Restart Internet Explorer to apply the
changes.

Figure 141. Restart Now

Click Restart Now to apply the changes. The browser restarts with the changed privacy
settings, saying “Nice Work! You don’t have any privacy concerns, but your friends
might need some help...”

(o]
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Figure 142. Nice Work!

7. Repeat this process for each of your installed browsers.

8. Note that you can reset your privacy settings for any supported browser (Internet
Explorer, Chrome, or Firefox) from within that browser for any of the other supported
browsers installed on your computer.

Privacy: Data Theft Prevention

Data Theft Prevention prevents hackers and spyware from stealing sensitive data like credit
card numbers, passwords, and email addresses. It can also stop children from accidentally
sending out personal information through email, via instant messaging, or to untrustworthy
websites.

To activate Data Theft Prevention in Trend Micro Security Internet Security (or Maximum
and Premium Security) you first have to enter an email address and password. See the
previous section for Trend Micro Security Antivirus+ to obtain instructions on doing this.

) TREND,
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To activate Data Theft Prevention:

TREDMCRO [“4reedback Doethep L~ — X
InternetSecurity

—
L £

LR )
Device Privacy Data Family

© Prtect AnctherDevie Bpics 007117 3y mene

Figure 143. Trend Micro Internet Security Console

1. Click Privacy icon in the Console. The Privacy screen appears, showing the tools
available.

TROIDMCRO [“reedback @Dcetrelp L~ - X
InternetSecurity
€  Privacy
Privacy Scanner On Configure
oid sharing too much personal information on social
etworking sites and adjust your wel e settings t0 helf
it b
0 Social Networking Protection On Configure
i M lacawich AN abased 64t popiloE socal ecks ik
eb pages
u Data Theft Prevention oft Configure
‘® top hackers and spyware fro data
| = children from sending out pe: nlin
3 1rene

Figure 144. Privacy Options

2. Click Configure in the Data Theft Prevention panel. Trend Micro Internet Security
provides you with an introduction to Data Theft Prevention.

Data Theft Prevention ®

B !n(f oduc!.\on

= QA b2

3 rene ox

Figure 145. Data Theft Prevention Introduction

3. Click OK to close the introduction. The Password screen appears.

o

#®), TREND



Trend Micro™ Security 2015 Product Guide GLv1.0

Select a Password x

Select a Password

3 Trene B o
Figure 146. Select a Password

4. Enter a password and confirm it. Fill out the Password hint and Email address, in case
you forget your password later. This will enable Trend Micro to send you a new
password. Then click Create. The Data Theft Prevention settings screen appears, with
the toggle set to Off by default.

Data Theft Preventior ® - x

13 1rene ok || cance
Figure 147. Data Theft Prevention
5. Click the slider to On to enable Data Theft Protection.

6. Trend Micro Security Internet Security provides you with some suggested categories
such as Phone number and Credit card. You can edit any existing category name by
typing over it.

7. Inthe What to Protect column, type the actual data you wish to protect; for example, in
the phone number field you might type 899-999-9899.

8. After you save it, Trend Micro Security hides it from view by using asterisks. Simply click
in the field to make it visible.

9. Click +New Category to add a new category.
10. Click the trashcan in the right-hand column of What to Protect to delete any category.

11. Click Ok to save your changes.
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DTP Limitations
e Data Theft Prevention won’t protect the receiving data via POP3 traffic.

e Data Theft Prevention monitors HTTP traffic (ports 80, 81, 8080, and any proxy server
port you configure in your Microsoft® Internet Explorer® settings), but not HTTPS traffic
(i.e., encrypted information cannot be filtered, such as webmail).

e Data Theft Prevention uses SMTP on TCP port 25/587 and is blocked as spec. TLS and
SSL encryption authentication don't block as spec. Most free webmail programs provide
TLS and SSL encryption authentication such as Hotmail, Gmail, and Yahoo! Mail.

e Data Theft Prevention doesn’t monitor “IMAP” traffic as spec. An IMAP server is
generally used with programs such as Microsoft Exchange Server, Hotmail, Gmail, AOL
Mail.

e Data Theft Prevention can protect a maximum of 20 entries that have different data and
categories.

Data: Secure Erase

90

Deleting a file just removes the directory information used to find it, not the actual data. The
Secure Erase function provided in Trend Micro Internet Security (and also in Maximum and
Premium Security) overwrites the unwanted file with data, so no one can retrieve the
contents; while Permanent Erase overwrites the unwanted files making seven passes
(overwriting the files 21 times, meeting US Government Security Standards).

To enable Secure Erase / Permanent Erase:

i;‘:{;’?%’;tS’CUIi‘\,’ [ Feedback (DGetvelp L~ - X
ecurit
&« Data
» Secure Erase off Configure
e e s o that ncbody can recoves ther
Password Manager
t Easily sign into websites without having to remember multiple

13 1reno

Figure 148. Secure Erase

1. Inthe main Console, click Data, then Configure for Secure Erase. The Secure Erase
Introduction window appears.
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Secure Erase ® - x

1'% Introduction

Deleting  file just removes the directory information used to find it, not the actual
data.

with random data, 5o that nobody can
€ the contents. For extra peace of mind, the Permanent Erase option overwites
n times, and meets United States Federal Government data security
standards,

To use this feature, ight-click any file and select Delete with Secure Erase.

3 mmene o

Figure 149. Secure Erase Introduction

2. Click OK to close the Introduction window. The Type of Erase window appears, with
Quick Erase selected by default.

Secure Erase ® - x

Type of Erase
Quick Erase
Moving a file Je Bin does not in f the data it

Permanent Erase

3 1rene ok || cancel
Figure 150. Type of Erase
3. Move the slider to On to enable the function.
4. Keep Quick Erase or select the Permanent Erase button.

5. Click OK to save your changes.
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To Secure/Permanent Erase a file:

1. Right-click a folder or file to perform a Quick/Permanent Erase. A file processing popup
appears.

N Fom— Documents B -

i for Security Threats
Delete with Secure Erase

@

s et S B B = |

Figure 151. Right-click File for Secure Erase
2. Select Delete with Secure Erase / Permanent Erase.

3. The folder or file is securely deleted.

Data: Password Manager Free Trial

Trend Micro™ Password Manager lets you easily sign into websites without having to
remember multiple passwords. A Free Trial for Password Manager—which allows you to
save up to 5 passwords—is available for download from Trend Micro Internet Security
Console.

Note: A full, unlimited version of Trend Micro Password Manager is automatically
installed with Trend Micro Maximum and Premium Security. See the following
chapter for details.

To Download and Install Password Manager:

[Areedback @Daetnep L- — X

oM
InternetSecurity

€« Data
% Secure Erase On okl
W se sensitive files so that nobody can recover them.
Password Manager
L. Easily sign into websites without having to remermber muttiple

Figure 152. Data > Password Manager Free Trial

4. Inthe main Console, click Data, then Free Trial for Password Manager. The Password
Manager webpage appears.
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() Password Manager ety

The Only Password
You'll Ever Need

Manages website passwords and login IDs
in one secure location.

Get Password Manager for Free

or buy Password Manager to save unlimited passwords

Figure 153. Download Free Trial

Click Get Password Manager for Free to download a Free Trial of Password Manager (up
to 5 passwords, no expiration). The Password Manager Download page appears.

v

Password Manager Download

Mobile

Click the appropriate link or read the QR code with your device to move to the app market

S48
r & 3 = - = . =
y . & @ i0s |'| Android Phone |'| Android Tablet

Computer

Click to visit the market or download the file for the PC version.

[@] .
A¥ Windows & MacOs

-

Figure 154. Run Dialog

In this example, click Windows. The Run dialog appears (in Internet Explorer, at the
bottom of your window.)

The TrendMicre_DP_MUI_Download.exe download has completed. Run Open folder View downloads

Figure 155. Internet Explorer - Run

Click Run to begin the installation. The Password Manager Installer downloads, begins
the install process, and the User Account Control dialog appears.

the following program to make
uter?

(%) Show detaits

Figure 156. User Account Control

Click Yes to continue. Password Manager decompresses and the installer presents you
with the License Agreement.
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10.

11.

12,

13.

- ——
Trend Micro Password Manager 2

License Agreement

Trend Micro Password Manager is subject to the terms and conditions of the Trend Micro licanse
agreement below. Please read it carefully

Trend Micro End User License Agreement
Trend Micro Producis/Services.
Version: EnglshMuli-country

Purpose: Paid Uise and Personal Use Subscription License

Date: November 2011

Location: C:\Program FilesiT
Switch to another language

[¥] Help make Password Manager better ()

Agree and Install

Figure 157. License Agreement
The default language is English. Click the link to switch to another language.

Note the checkbox Help make Password manager better is checked by default. This
provides technical data to Trend Micro to help improve the product; no personal data is
shared. If you wish to opt out of this feedback, uncheck the checkbox.

Read the License Agreement. If you agree, click Agree and install. The installation
proceeds and a progress dialog appears, showing you the progress of the installation.

[ Trend Micro Password Manager

Installing....
Internet Bankeswg
\ Secure
/' .\ Worry-free browsing for your banking and
financial websites with Secure Browser and

__{ keystroke encryption

wtian Nusster: |
Favemort \
tog on 'l
hstaling Microsoft Visual C++ Runtime Library.
— 10%

Figure 158. Password Manager Installation Progress

When the installation is complete, a screen appears for you to sign into your Trend
Micro Account.

Trend Micro Password Manager

Sign Into Your Trend Micro Account

Ifyouve used a Trend Micro product before, you should have already created an account Youll need
itto back up and sync everywhere you install it

Email address

Password:
Foraot vour password?

Don'thave 3 Trend Wicro account?

Cancel

Figure 159. Sign Into Your Trend Micro Account

Enter the same email address and password you used to register Trend Micro Internet
Security (and to create an account) and click Next. (This will facilitate your easy upgrade
to a Paid edition of Password Manager, should you decide to purchase a subscription.)
The Ready to Get Started screen appears.
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Trend Micro Password Manager

Ready to Get Started with the Free Version

Here are your subscription details.

Software: Trend Micra Password Manager (Free)

Account:

1fyou purchased Password Manager, rovide vour acivtion code fo save unlimited passwords
and notes.

(TEE—

Figure 160. Ready to Get Started with Free Version

Start Now J

Click Start Now to get started. A screen appears, asking you to create a new Master
Password.

Trend Micro Password Manager

Create a New Master Password

Password Manager will use it 1o protect ail your data

“Master Password:

=k

*Confirm Master Password:

*Password Hint:

Prowde a hint 1o help you remember your
Master Password,

Figure 161. Create a New Master Password

Use between 6 and 20 characters and at least two kinds of characters among letters,
numbers, and symbols.

Confirm your Master Password and provide yourself a Password Hint to help you
remember it and click Next. A screen appears, cautioning you to Remember Your
Master Password. It’s the key to all your online accounts.

Remember Your Master Password

kkkkkkkkk

-
Move your mouse over your Master Password to view it

f of your Master you retrieve It Ifyou
<3 forget your Master Password, you will lose your Password Manager data

Figure 162. Remember Your Master Password

Mouse over the asterisks to view your Master Password once more (or click the change
link to change it), then click Ok. The Setup Complete screen appears.
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Trend Micro Password Manager

Setup Complete

Restart any of the web browsers listed below 10 begin using Password Manager. It will ask 10 save your
password the next time you sign into 3 website.

Password Manager has been instalied on

¥ windows intemet Explorer

-

e

Figure 163. Setup Complete

18. Click Finished. Your browser launches and you’re prompted to enable Trend Micro
Password Manager Toolbar.

- oI

£] C:\Program Files\Trend Micro\TMIDS\Resou 2 = € || & New tab & Welcome to Pas.

MANAGE ALL YOUR PASSWORDS ~

() Password Manager i oo secwe ocston

Thanks for installing Password
Manager.

Now you’ll be able to easily access
and automatically sign into websites.

Sign into your favorite Save your password when Click the Passwori
websites as usual. asked. icon to see your si
websites.
e e
; e )
e = L Trend Micro Password Manager ? X
P Do you want to save your password?
Sign in v Y

USE"2  The Trend Micro Password Manager ToolBar' add-on from = pr—
< “Trend Micro, Inc.' is ready for use. o Snietic

Figure 164. Enable the Password Manager Toolbar

19. In this example (Internet Explorer), click Enable to enable the toolbar.

Figure 165. Password Manager Toolbar Icon

20. The Password Manager Toolbar icon appears in your browser menu. Click the toolbar
icon to begin using it.
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21. For instructions on using Trend Micro Password Manager, see the section Data:
Password Manager in Chapter 6: Trend Micro Maximum and Premium Security.

22. Note also that a full Trend Micro™ Password Manager Product Guide is available for
download from the Trend Micro Support site.

Family: Parental Controls

The Parental Controls tool in Trend Micro Internet, Maximum, and Premium Security lets
you protect your children from inappropriate websites, limit their time on the internet, and
see detailed reports about what they do online.

To enable Parental Controls in Trend Micro Security Internet Security, you first have to enter
an email address and password. See the previous section on Data Theft Prevention to obtain
instructions on doing this.

Note: The instructions below are tailored to Windows 8 users. The process for creating a
new user account in Windows Vista or 7 is similar, but not identical. Windows 8
flips you to the Modern Ul — PC Settings when you create a new user.

To enable Parental Controls:

1. Click the Family icon in the Trend Micro Security Console. The Family > Parental
Controls screen appears.

TREIDMGRD X reedback @Dcetvelp L- — X
InternetSecurity

«  Famiy

= Parental Controls off Configure
,H‘ Limit which software and websites your kids may use, monito

Figure 166. Family > Parental Controls

2. Click Configure. The Parental Controls Introduction screen appears.
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Introduction
Making this computer kid-friendly takes just a few minute

%) rene oK
Figure 167. Parental Controls Introduction

3. Read the instructions and click OK to continue. A screen appears for you to enter your
Password.

Trend Micro Internet Security x

13 Trene El -

Figure 168. Enter Password

4. Enter your Password and click OK. The Parental Controls Get Started screen appears.

® - x

Set Up Protection for Your Family
In just afew moment n lmit what kinds of webst:

Click Next to get started,

lock programs from rur

3 ene Cancel
Figure 169. Parental Controls Get Started

5. Important note: at the bottom of the screen you’re asked Do your children have their
own Windows User Accounts for this computer? If they don’t, click the link on the
guestion to create them, so your various settings can be assigned to the proper child.
The Parental Controls > Add Windows Account screen appears.
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Parental Controls

Choose which children you want to protect on the list below. Providing nicknames and
photas can help make keeping track of everyone easier.

Acrount selected: 1

= Nickname
Jehn Doe

#Change picture

+ Add Windows Account

oK Cancel

Figure 170. Parental Controls
6. Inthe lower left-hand corner, click Add Windows Account. The Windows User Accounts

Control Panel appears.

8« User Accounts and Family Safey » User Accounts ve

Control Panel Home
Make changes to your user account

to my accountin PC settings
. John Doe

Local Account

nt type Admiistuater

& Fomiy Safety

Figure 171. Windows User Accounts

7. Click Manage another account. The Manage Accounts screen appears.

© © v 1 8 « UserAccounts » Manage Accounts v/ G | Sesrch Control Panel »

Choose the user you would like to change

8 [t & B
i o

Figure 172. Windows Manage Accounts
8. Click Add a new user in PC settings. In Windows 8, the Modern Ul PC Settings > Users
screen appears.
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PC settings

Figure 173. PC Settings > Users

Click Add a user. The screen to Add a user appears, with the option to sign in to
Windows using a Microsoft Account.

Figure 174. Add a user #1

Since you’re monitoring your child’s use of the internet on this computer specifically,
we’ll start your child without a Microsoft Account, so click Sign in without a Microsoft
Account. The second Add a user screen appears, emphasizing the difference between a
Microsoft Account and a Local Account.

@® Add a user

Figure 175. Add a User #2

Click Local Account. The third Add a user screen appears.
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Figure 176. Add a User #3

12. Type a name for the account (e.g., Mary), enter a password and confirm it, then provide
a password hint and click Next. A screen appears, confirming the creation of the account
for Mary.

Figure 177. PC Settings > Add a User

13. Since you’re using Trend Micro Security’s Parental Controls to protect your kid, do not
check the checkbox for Family Safety, and click Finish. This creates the local account
named Mary.

PC settings Your account
P nal H s

t Swich 10 & Microsoft account

Figure 178. Local Account - Mary

14. Tap the Microsoft Menu key on your keyboard to return to the Modern Ul.
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Figure 179. Modern Ul - Windows 8
Click the Desktop icon to return to the Desktop, then click the Refresh button if the new
account is not showing. The Local Account named Mary should appear.

© (3) + 1 8 <« UserAccounts » Mansge Accounts vie 1 Control # »

Choose the user you would like to change

John Doe
Local Account
Administrator

Figure 180. Mary Account
Click the Close Box (X) to close the window.

Back in the Parental Controls > Add Windows Account window, click the Refresh link if
the new account is not showing. The Mary account now appears in the list.

Parental Controls

Mary
#Change picture

+ Add Windows Account

Kl -
Figure 181. New Windows Account Listed

Uncheck the account you’re logged on to, check the Mary account, and click OK. A
popup appears, telling you “You have not set the rules for one or more users. Let’s set it
up now.”
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Parental Controls

i
‘ ‘ou have not se les for one or more users, let's set it up now.
| i

OK

Figure 182. Set Up Rules Popup
Click Ok. The Website Filter Rules page appears.

Parental Controls ® - x

[ Intimata Appas f Swirmsuit
[ Nudity [ Pormegraphy
9

@“5»_:9 Back m Cancel
Figure 183. Website Filter Rules

In the Select An Age popup, choose the age the filter will apply to from the Select an
age pop-up. For example, choose Ages 8-12 (Pre-teen). (You can also define a Custom
age bracket.)

A subset of the general categories is selected by default; for example, all of Adult or
Sexual. Other subcategories in Communications or Media, Controversial, and Shopping
and Entertainment are checked. Scroll down to see the full category/subcategory
listings.

You can check or uncheck a category or subcategory to redefine the filter. You can also
obtain more information on a category by clicking the more info link; a definition list will
pop up.

Check Enable Safe Search Filtering and Block Untested Websites. These options will
increase your child’s security when searching or browsing the Internet.

Click Next to define the Time Limits. The Time Limits page appears.
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Parental Controls ®

——————— 0
Get Started Website Filter Rules

Set Up Protection for Your Family
ick ildren should not access the web from this computer, Clck any highlighted hour to
t0p bl

[4] Enable time fimits
How do you want to schedule your family’s time on the Internet

Set 3 simple schedule for weekdays and weekends
@ Seta detailed daily schedule

Monday

Tuesday

[ ) pp.gllr_;g Back m Cancel
Figure 184. Time Limits

24. Using your mouse pointer, select the weekday and weekend hours you kids should not
access the web by holding your mouse down and stroking across the hours, then scroll
down and indicate the number of hours your children may use this computer.

Parental Controls ® - x

.
Get Started

Tuesday
Wednesday
Thursday
Friday
Saturday

Sundey

Select how many hours per day your children may use this computer.

[] Weekday (Monday - Friday): 16 hours per day

[¥] Weekend (Saturday - Sunday): | 16 hours per day

B T - [

Figure 185. Allowed Hours on Computer

25. Back up the screen, you may also Set a simple schedule for weekdays and weekends,
applying the same schedule across all days at once.

Parental Controls (0]

°
Get Started Filtes Rules

[4] Enable time limits

How do you want to schedule your family's time on the Intemet

® Set a simple schedule for weekdays and weekends

Weekdays 8]

Weekends

9 TREND o e [

Figure 186. Detailed Daily Schedule

26. Click Next. A screen appears, letting you set the child’s program controls.
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Parental Controls ® - x

Get Started Website Filter Rules Time Limits Program Controls

Set Up Protection for Your Family

You can prevent your children from opening specifi
e any time by pr

rograms at certain times. After setting those schedules, you

Enable program controls

Click Add to select a program, and then click Change schedule to choose when to block it.

Program Name 4 Scheduled Access

) mene wo || crc
Figure 187. Program Controls

27. Click Enable program controls, then click Add to add the program you want to control
the usage of.

Parental Controls
If you do not see a program that you want to select on the list below, click Browse to find
it.

| Browse.. |

Program Name N
) & Google Chrome
{ Math Input Panel
= ) Mozilla Firefox
& stots
L8 Windows Joumal

Media Player

=

Figure 188. Program List

28. Select the program you want to control from the list, or click Browse to find it.

Lookin: | ) ktemet Explorer v @ @F e @

n Neme i Date modified Type
’;} L en-US 7/25/201211:47PM  File folder
Recentplaces 4 iages 7/25/201211:53PM  File folder
& pns 7/25/201211:47PM  File folder
| 1. SIGNUP /15720141138 AM  File folder
Desktop  @7EExport 7/25/20128:20PM  Applicatic
@iediagemd 7/25/20128:34PM  Applicatic
=l Sicinstal 6/18/20145:54PM  Applicatic
Libraries 2 ielovautil 7/25/20128:20PM  Applicatic

*‘ [Eieplore 6/18/20146:13PM  Applicatic
|
Computer

Q < >
Network 3
File name: iexplore ¥, Open

Fles of type: Applications (" EXE) M Cancel

Figure 189. Browsing for Programs to Add to Program Controls

29. Navigate to the program in the Programs Folder, select it from its own folder (e.g.,
Internet Explorer), and click Open. Trend Micro Security adds it to the list of controlled
programs.
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Parental Controls

f you do not see a program that you want ta select on the list below; dick Browse to find
Browse...
Program Name &

@ Mozila Firefox I
|
|
|
|

B ieploreexe

Figure 190. Programs in List | IE Added
30. Check the program checkbox and click OK.

Parental Controls ® - x

Get Started Website Filter Rules Time Limits Program Controls

SetU

mil

5 Enable program controls
Click Add to select  program, and then click Change schedule to choose when to block it
+ Add

Program Name & Scheduled Access

P’{:rsg':g o o [
Figure 191. Change Schedule

31. The program is added to the Parental Controls window. You can now set the times the
program may be used. Click Change Schedule in the Scheduled Access field. The
schedule appears.

Parental Controls

[ Block acce
Use the grid to deci
scheduled time is u

rogram at the selected times

hen your family can use the program. It will automatically close when the

Cancel

Figure 192. Access Schedule

32. Block access to the program at the selected times and all hours are selected by default.
Deselect the hours in the week the child will be permitted use of the program, then click
OK. When the wizard window appears, click Next.

) TREND,
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33. Ascreen appears, indicating that protection has been activated for Mary, applying the
Pre-teen Website Filter, giving the Time Limits and Program Controls.

3 mene P - [
Figure 193. “John” Protection Criteria

34. Click Done to finish adding the parental control for this child. The main Parental
Controls window reappears.

® - x
L o
™\
@
#Ch i
@~
e [ oc [

Figure 194. Slider is “On”

35. In Parental Controls, the slider button should be On. If not, slide it to On, then click OK.
The rule set is now applied to the Mary account.

36. Note that the link Trust or Block Websites allows you to set exceptions to your rules.
This function was covered in the previous Trend Micro Antivirus+ Security section. Go
to Exception Lists: Websites for details.

37. Note also that you can turn the Website Filter, Time Limits, and Program Controls
functions on or off by using the appropriate slider. You can also edit the functions by
clicking the hotlinks and making your changes in the respective editor.

38. Click OK to close the Parental Controls window, note that Parental Control status is
now ON in the Tools popup, then click the respective Close boxes to close the Tools
pop-up and the Trend Micro Security Console.

39. In the Modern Ul, sign out of the Administrator’s account (or simply switch users) and
sign on using the Mary account.

#9, TREND,
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Figure 195. Switching to "Mary" Account

40. Using your browser, attempt to go to a website at a time prohibited by the account

41.

42.

108

rules. Trend Micro Security will block access to the web and provide a No Web Surfing
Allowed notification, indicating the user cannot use the web at this time.

= - |
T [T

® Website Blocked by Trend Micro Intemet Security
No Web Surfing Allowed

Figure 196. No Web Surfing Allowed
During the hours allowed for surfing, if the user attempts to browse to a site not

permitted by the rules, Trend Micro Security will block access to the site and provide an
Off Limits notification for the user in the browser.

Bo. - |

Tr—

Website Blocked by Trend Micro Intemet Security
Off Limits

Category.

@

3

Figure 197. Trend Micro Security Off Limits Notification in Browser

Finally, if the user tries to use a blocked program during the hours you’ve chosen to
block it, a popup appears saying Program Accessed Blocked.
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InternetSecurity @ x

® Program Access Blocked

11:13PM

& RO i

Figure 198. Program Access Blocked

43. If the user knows the Trend Micro Security password on the computer, they can
override the block. Naturally, for their own safety, kids being monitored should not be
given access to this password.

Security Report: Parental Controls

Once you’ve enabled Parental Controls, Trend Micro Security Internet Security provides a
security report that can give you basic information about how many times your kids have
attempted to access prohibited sites and the kinds of website violations they are.

To view the Parental Controls Security Report:

1. Open the Trend Micro Security Console.

TRENDMICRO 7] Feedback Get Help - - x
InternetSecurity & © 1

[ £

==X
Family

) Protected

‘ou have access to the latest protection

@ Protect Ancther Device Episcon 717 % mrene

Figure 199. Console > Reports

2. Click the Reports icon. The Password screen appears.
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3 mene [ o [
Figure 200. Password Screen

3. Enter your password and click OK. The Security Report window appears, with Web
Threats selected by default.

ongratulati

— Threats Filtered

Last week, Trend Micro found

5 9 9, 04 O, 87 ?) malidious websites around the

world, but you stayed safe

9 1ReND Close

Figure 201. Security Reports > Web Threats

4. Click the Parental Controls tab to show the Parental Controls Security Report. The
Parental Controls Security Report appears.

Security Report @ | = x

‘www facebook.co |
9 1mene Close

Figure 202. Parental Controls Security Report

5. The report will show the Top Categories and Websites Blocked. Use the Account pop-up
to show the report for All users, or for a specific user account; e.g., “Mary.”

Note: The administrator will receive a monthly Security Report via email, which includes
Parental Controls data.

6. Click See More Details, to display the Parental Controls log.
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Figure 203. Parental Controls Logs
7. Note that any data more than 1 year old will be deleted automatically.

8. Click Export to export the Parental Controls log in .CSV or .TXT format.
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Chapter 6: Trend Micro Maximum and Premium
Security

This chapter provides detailed instructions for configuring and using Trend Micro Maximum
and Premium Security.

Protection Overview

Trend Micro Maximum Security is functionally the most robust version of Trend Micro
Security, providing everything previously described in the Trend Micro Security Antivirus+
and Internet Security chapters, but adding additional protections and tools. To enable all
functions, you need a paid version of Trend Micro Maximum Security.

Trend Micro Premium Security is simply an enhanced package for Trend Micro Maximum
Security, providing more seats and increased sync/backup space (25GB) in the cloud.

Welcome to Trend Micro Maximum Security x

Improve Computer Performance and Remove
Threats with Just One Click

Risk Report - N Ways to Speed Up

Figure 204. Trend Micro Security Maximum Security Welcome Screen

TRENOMICRO [“reedback Docetrelp L~ — X
MaximumSecurity

o @ O &

© Protect nother Device Bxpices 0n 712672015 3 TrRene

Figure 205. Trend Micro Security Maximum Security Console Overview
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TRENDMICRO [% reedback @D Getrelp X~ A

MaximumSecurity

Configure

Configure

Open

\ '

13 Trene

Figure 206. Data > Vault, Password Manager (auto-installed), SafeSync

Note: Trend Micro Security Maximum Security Additional Features: Vault, Password
Manager (auto-installed), and 5GBs of SafeSync cloud storage. Trend Micro
Security Maximum users can protect up to three devices, choosing among PC,
Mac, and Mobile Android and iOS solutions. Premium Security users can protect
up to five devices and obtain 25GBs of SafeSync cloud storage.

ADDITIONAL TOOLS FOR TREND MICRO SECURITY MAXIMUM SECURITY PAID VERSION
Vault

Users can enable a password-protected folder that can secure sensitive files. If the computer
is lost or stolen, the vault can be sealed shut by remote control until the computer is
returned to its rightful owner.

Password Manager — Auto-installed

Your installation of Trend Micro Maximum or Premium Security also auto-installs a copy of
Trend Micro Password Manager onto your computer. Using Password Manager, you can
easily sign into websites without having to remember multiple passwords. Generate strong
passwords that are harder to crack and replace weak ones that you’re using because they’re
easy to remember. Use the Secure Browser to access banking and other financial sites, to
protect yourself against keyloggers.

SafeSync

Use SafeSync to synchronize your data across PCs, Macs, and mobile devices. Back up your
data to the cloud and make it available to you no matter where you are or what device
you’re using. Share photos, videos, and music directly with others or via email or Social
Networking sites. Trend Micro Maximum Security users get 5GBs of cloud storage; Premium
Security users get 25GBs of cloud storage; purchase more space as you see fit, up to 100GBs.

A9, TREND,
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Data: Vault

Vault is a password-protected folder that can protect your sensitive files. Using a password,
files inside the Vault are kept invisible until you enter the password. If your computer is
stolen, Vault can also seal itself shut by remote control, so that even using the password you
cannot open the Vault—that is, until the computer is returned to its rightful owner, who
then must report that the computer has been found.

To set up Vault:
TRENDMICRO 7| Feedback Get Help v | -x
ﬁ;{imumSe‘;untv Bl et Qcetriep &
&« Data
» Secure Erase off Configure
1 A
Off Configure
password-protected fokd
Open
hout b
s
9 1ReND

Figure 207. Data > Vault > Configure

1. Inthe Trend Micro Security Console, click the Data icon, then Configure in the Vault
panel. The Introduction to Vault appears.

® - x

Introduction
Vault is a password- protected Windows folder that can safeguard your sensitive file
n po

3 rene oK
Figure 208. Data > Introduction to Vault

2. Click OK to close the introduction. The Select a Password screen appears.
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Select a Password x

Select a Password

eed to enter th

P, TREND Create Cancel

Figure 209. Select a Password

3. Enter a password and confirm it, then provide a hint and your email address and click
Create. A setup dialog appears, telling you that you have successfully set up the Vault
and to double-clicking its desktop icon to start using it.

Vault

)

oK

Figure 210. Vault Set Up

4. Click OK to close the dialog. The Vault window appears, with the slider turned to On,
and instructions on reporting a loss and regaining access to the Vault.

Vault ® - x

E n ’ Reporting a Loss
If you lose this computer, please seal your Vault b; ting this website:

' @

Regaining Access
After recovering a lost computer, you can unseal the Vault
uld then change your password just in case.

3 1rene oK

Figure 211. Vault
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5. The Vault desktop icon also appears on your desktop.

Wil
el

Figure 212. Vault Desktop Icon

6. You can now use the Vault to protect your sensitive files, to seal the vault if your
computer is stolen or misplaced, and to regain access to the vault if you’ve turned it off.

7. To open the Vault, double-click the desktop icon. The password window appears.

Trend Micro Maximum Security x

 hiH] Kl -
Figure 213. Vault > Password Protection

8. Enter your password and click OK. This opens the Vault.
n Trend Micro Vault - olEl

W

[ pTm—
= Computer

Loy

=

Figure 214. Trend Micro Vault

9. Drag files and folders you wish to protect into the Vault, then close it.

&
e
Wy Pin to Start
el

Lock Vault

Figure 215. Lock Vault Menu Item

10. Right-click the Vault and select Lock Vault to lock it. A dialog appears, warning you that
locking the vault does not automatically block access to files currently open. Make sure
you close all files that need protection before you lock the Vault.
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Trend Micro Vault

Locking the vault does not automatically block access to files currently
AW open. Make sure to close all files that need protection,

Figure 216. Trend Micro Vault Warning
11. Click OK to close the dialog.

12. In the Trend Micro Vault window, note the link
http://account.trendmicro.com/report_stolen/ for reporting a loss.

Vault ® - x

permission

Reporting a Loss
4 < this com

Regaining Access

entit d then change your pa:

9, TREND oK

Figure 217. Reporting a Loss

13. You should bookmark this link on another computer or write it down for future
reference. Clicking it takes you to the Trend Micro Vault Report Stolen webpage, where
you can report the loss.

Report Stolen

The Report Stolen service lets you seal your Trend Micro
»Report Stolen Vault in case your computer is lost or stolen. The vault will

» Report Found remain inaccessible until you report your computer found.

To report your computer found and unseal the vault, enter
your Trend Micro Vault email address and password. You
provided these credentials when you initialized Trend Micro
Vault

Trend Micro Vault email address:

Password:

Figure 218. Report Stolen Service

14. In the Report Stolen webpage, enter your Trend Micro Vault email address and
password and click Report to seal the vault. Once you do, your Vault-protected folders
and files cannot be opened.

15. Once you recover the computer, open the Trend Micro Security console, click Data >
Trend Micro Vault, re-enter your password, then click the link Unseal the Trend Micro
Vault in the Regaining Access paragraph.

#®), TREND,
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E x Reporting a Loss
: >  you lose t ste, please seal your Vauit

Regaining Access

13 rene i

Figure 219. Regaining Access

16. This takes you to the Trend Micro Vault Report Report Found webpage, where you can

17.

18.

unseal the Vault.

Report Found

If you have recoverad your computer, report it found to
» Report Stolen restore access to the vault.

» Report Found
To report your computer found and unseal the vault, enter

your Trend Micro Vault email address and password. You
provided these credentials when you initialized Trend Micro
Vault.

Trend Micro Vault email address:

Password:

Figure 220. Report Found

Enter the Trend Micro Vault email address and Password and click Report. This unseals
the Vault and you’re notified by Trend Micro Security.

For your safety, you should now change your Trend Micro Security password.

Data: Password Manager

Trend Micro™ Password Manager helps you manage and secure all your online credentials,
ensuring an easy and safe online experience, while offering a faster, more secure, and
convenient way to access web sites. Using a single Master Password, users have instant
access to all their login credentials, no matter where they’re located or what device they’re
using.

118

A full 1-year subscription of Password Manager is auto-installed with Trend Micro Maximum
and Premium Security. Features include:

URL and Password Management - Automatically capture your websites and password
login credentials in a complete secure environment

Multi-user Access — Multiple users can use Password Manager on the same computer.

Local and Web Console Management — Password Manager lets you use a Local or Web
Management Console to manage your passwords, notes, and other credentials. The

#9), TREND.
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Web Management Console also provides a password strength indicator, to increase the
security of your accounts.

e Cloud Storage and Synchronization - Credentials are available across all devices where
Password Management is installed

e Password Generator - Automatically generate strong passwords with custom criteria for
increased login security

e Secure Notes Management - Store and manage Secure Notes regarding your accounts,
logins, and procedures.

e Password and Data Encryption — All passwords entered in supported browsers are
encrypted. AES 256-bit Encryption ensures the highest security for your data.

e Secure Browser - Use the Secure Browser to ensure complete security and privacy for
online financial transactions.

e  Profile for Auto-Form Filling - Create a Profile to enable auto-form filling when filling
out online forms.

e Mobile Support - iOS and Android smartphones and tablet devices are fully supported.

To Start Using Password Manager:

1. Open the Trend Micro Security Console and click the Data icon. The Data screen
appears.

TREND MHCRO [ reedback (@ GetHelp KL~ - %
MaximumSecurity

Data

&«
LY Secure Erase Off

I Erase sensitive files 5o that nobody can recover them,

Configure

Configure

Open

Back up and synchronize files between your computers ar
mobile device:

ON ONCY

Figure 221. Data > Password Manager > Open

2. Click Open in the Password Manager panel. A Password Manager window appears for
you to Sign into your Trend Micro Account.
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i Trend Micro Password Manager ]

Sign Into Your Trend Micro Account

If you've used a Trend Micro product before, you should have already created an account You'll need
itto back up and sync evenwhere you install it.

Email address:

Password:
Forqot vour password?

Donthave a Trend Micro account?

|

Figure 222. Sign Into Your Trend Micro Account

3. Using the same email address and password you used to register Trend Micro Security,

sign into your Trend Micro Account and click Next. The Ready to Get Started screen
appears.

Trend Micro Password Manager

Ready to Get Started

Here are your subscription details

Software: Trend Micro Password Manager

Accont: R

Ifyou purchased Password Manager, provide your activation code to save unlimited passwords
and notes.

RN " start Now

Figure 223. Ready to Get Started

4. Click Start Now. Setup completes and a window appears, saying Setup Complete.

=Tx
Trend Micro Password Manager

Setup Complete

Restart any of the web browsers listed below 1o begin using Password Manager. It will ask 1o save your
password the next ime you sign into a website.

Password Manager has been instalied on:

F indows intemet Explorer

——

mree

Figure 224. Setup Complete

5. Click Finished. Your browser launches and you’re prompted to enable Trend Micro

Password Manager Toolbar. (The example uses Internet Explorer; you’ll also enable the
toolbar in Firefox or Chrome.)
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Figure 225. Enable Trend Micro Password Manager Toolbar

6. Click Enable to enable the toolbar. The Password Manager Toolbar icon appears in your
menu bar.

Figure 226. Password Manager Instruction Page

The Password Manager browser page provides simple instructions on how to Sign Into
your online account, Save the password, and click the Password Manager icon in the
future to see your saved websites.

7. Click the Password Manager icon to open the login popup. The popup appears, saying
“Provide Your Master Password to continue.”

*Q

" Trond Micro Passmord Manager

Provide your Meste Pasmmoni wconiess. | MaNAgEr  ZITLDITIET

Figure 227. Provide Your Master Password to continue

8. Enter your Master Password and click Unlock. Password Manager instructs you to start
signing into your online accounts automatically.
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O

Trend Micro Password Manager

Start Signing In Automatically

Installing Password

be able to easily access
tically sign into websites.

wfO
Figure 228. Start Signing In Automatically

Navigate to a login page for one of your online accounts. For example, www.yahoo.com
and click Mail in the upper right-hand corner. The Yahoo! webmail Sign In page appears.

YAHOO!

S Hereviss

Figure 229. Yahoo! Webmail Sign In Page

10. Enter your Yahoo! email address and password and click Sign In. Yahoo! Webmail

opens and the Trend Micro Password Manager popup appears in your browser asking
“Do you want to save your password?”

b@k ttps//uz-mg205 maiyahoo.comnec/lsunch? pariner=sbef rand=Treviek: O ~ @ €
Q

% ) Tzend Micra Toolhac =
i ?
i Trend Micro Password Manager X

&€ Do you want o save your password? EmmE
Sign into Yahod| 0
4 save [ wothow |

" ven, VAt Your Auto Tnsurar
Drate 225)

5 ® MdcagePhus Parter Soy Aloha 1. o 15,000 miles with Mar

Figure 230. Do you want to save your password?

11. Click Save and Password Manager lets you know your password is saved.
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] Don't show this message again

4 oK

Drais 025}
et

Figure 231. Password Saved

12. Click OK to close the popup. Now sign out of your Yahoo! Webmail account and make
sure you go back to the same webpage you used to sign in. When you do, Trend Micro
Password Manager pops up and asks “Do you want to sign in again?”

<« @mm yahoo.comsrc=yméL inti=uslang=en S8 done=hitp//ma £ = @ C) K Sign into Yohoo L h XD
©Q

¥ Trend Micro Password Manager 2 X

Do you want to sign in again?

sanintoYanoo

%
3

-
-
poa

HeRcULES

Figure 232. Sign In to Yahoo

13. Click Sign In to Yahoo. Password Manager signs in for you (automatically or with a click
on the webpage Sign In button, depending on your preference).

O Koo pnoncom =er-USA done=tetlime © = @ O || B Sgminto Yohoo
)

Trond Micro Password Manager 2%

YAHOO!

MACK TALK SEASON. son

Figure 233. Password Manager Account List

14. When you’ve signed in to Password Manager with your Master Password, just click its
icon in your browser’s menu bar to load the popup and do a Search to find a particular
account. Once you find it, Click the saved password to automatically load the account’s
login page and sign you in.
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15. To manage your passwords moving forward, you may access the Password Manager
Console by returning to Data > Password Manager and clicking Open in your Trend
Micro Maximum Security Console. The Master Password Unlock page appears.

TR0 NERO [Areedback @DGetep X~ — X
MaximumSecurity

Trend Micro Password Manager

Figure 234. Provide Your Master Password to Continue

16. Provide your Master Password to unlock Password Manager. The local Password
Manager Console appears.

TRENDIICRO [Yreedback @Dcetmelp L~ — X
MaximumSecurity
ST e
Trend Micro Password Manager x
= Q Sign in to Yahoo
[ SgnintoYahoo b
Passwrts B Sopnio Yoo Usemame:
Password: &
[
Lfa
Profile
K4
Notes
Settings. e /1
0| 2 Mcsswpoe %) TREND

Figure 235. Trend Micro Password Manager Console

17. Use the Console to edit your Passwords, provide a personal Profile for easy form-filling,
take safe Notes, or adjust your Settings.

18. Click the Lock in the lower left-hand corner to lock Password Manager.

19. For more information on using Password Manager, read the Trend Micro™ Password
Manager Product Guide, available from Trend Micro Support at the following URL:
http://esupport.trendmicro.com/en-us/home/pages/technical-support/password-

manager.aspx

o
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Data: SafeSync

Trend Micro™ SafeSync™ works where you want it to, backing up and syncing files between
your computers and mobile devices. You can stream music and video to your PC, Mac,
Android or iOS smartphone, share photos with friends on your tablet, or just play it safe and
keep secure backups of your most important memories on all your devices.

SafeSync is featured with the Trend Micro Security Maximum (5GB) and Premium (25GB)
editions. SafeSync is provided in two versions: SafeSync for Consumer and SafeSync for
Business. SafeSync for Consumer (part of your Maximum or Premium Security package)
includes:

Synchronized Backup and Sharing

SafeSync works quietly in the background, securely backing up your digital content to
the cloud

SafeSync keeps your files synchronized. When you make a change it filters down to your
other SafeSync-enabled computers

Your files are at your fingertips, so you can access them anytime and anywhere from any
computer or mobile device

You can invite your Facebook, Twitter, or LinkedIn contacts to view your shared albums,
or send links directly to family and friends via your default email client, GMail, Windows
Live Mail, or Yahoo! Mail

SafeSync synchronizes your PC and Mac, as well as your Android or iOS smartphone or
tablet.

SafeSync Security

Trend Micro cannot see your files without your authorization

Data is transferred using the same 256-bit AES encryption used by financial institutions
for security

You have the ability to share or revoke access to your shared files at any time
Trend Micro firewalls defend equipment from cyber attack

Trend Micro’s network and server security systems use an industry best-practice secure-
permission structure to provide SafeSurfing file access

Load balancers ensure constant availability of online backup and file restoration, even in
the event of an equipment failure

Each file is secured on multiple independent storage clusters with continuous backup;
network partitioning ensures backup storage clusters cannot be accessed from the
Internet

Redundant servers ensure you can always access your data

) TREND 1
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To get started with SafeSync:

THEND MIRO [# reedback (Dcetvelp L~ — x
MaximumSecurity
« Data
T % Secure Erase off Configure
oot e o that nokody con e them

Vault Off Configure
C );( Safequard sensitre files in a password-protected folder
|

n
Password Manager e
sty sign into websites without having to remember multiple
pazswords, Works scross multiple devices,

J Back up and synchranize files between your computers and
\J e devices

R \

Figure 236. Data > SafeSync > Get Started

1. Open the Trend Micro Security Console and click Data > SafeSync > Get Started. The
SafeSync webpage appears.

& SafeSync

5 GB Of Free online Storage - Sign in with Trend Micro account

Email address
Hi Joe,

Password
Your purchase of TM Security includes SafeSync. Just sign in to start
accessing and sharing your files from anywhere, using aimost any
device.

> tablets? Wats

Forgot your password?

Anywhere Share Protect

Listen to your music, watch your Share files with friends instantly. 20+ years of Trend Micro
videos, or open any of your files or post links to them from security expertise puts the
using just about any device. Facebook safety in SafeSync.
wherever you go

%) TREND.  Copyright © 2012 Trend Micro Incorporated. Al ights reserved ‘

Figure 237. SafeSync > Start Now
2. Click Start Now to begin downloading SafeSync. The Set up SafeSync screen appears.
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& SafeSync

Set up SafeSync Open the SafeSync website

@ Download SafeSync for this computer

Clicking the button below will set up a SafeSync folder. You can put files inside and then access
them from anywhere and share them easily.

@ Put SafeSync on mobile devices

Click an option below to find out how to get SafeSync on your smartphone or tablet.

SafeSync for iPhone/iPad SafeSync for Android

Figure 238. Set up SafeSync

3. Click Download SafeSync. A popup appears in your browser; in Internet Explorer it’s at
the bottom of your browser.

Do you want to run or save Trend_Micro_SafeSync_5.1.0.1522.exe (15.5 MB) from dc1.safesync.com? Run Save |v Cancel

Figure 239. Run or Save SafeSync

4. Click Run. The User Account Control dialog appears, asking “Do you want to allow the
following program to make changes to this computer?”

want to allow the following program to make
to this computer?

Program name:  Trend Micro SafeSync Setup Wizard
Verified publisher: Trend Micro, Inc.
File origin: Hard drive on this computer

(%) Show details Yes Noiwl|

Change when these notifications appear

Figure 240. User Account Control

5. Click Yes. The Trend Micro SafeSync License Agreement appears.
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Trend Micro Safegypc ! n

License Agreement

Trend Micro SafeSync is subject to the terms and conditions of the Trend Micro license
agreement below. Please read it carefully.

Trend Micro End User License Agreement

Trend Micro Products/Services

Version: Engish/Mul-country

Purpose: Trial and Paid Use Subscription License
Date: November 2011

IMPORTANT: THE FOLLOWING AGREEMENT, INCLUDING TREND MICRO PRIVACY POLICY AND
SECURITY POLICY, WHICH ARE INCORPORATED HEREN BY THIS REFERENCE AND WHICH CAN
BE ACCESSED AT WWW.TRENDMICRO.COM (COLLECTIVELY, THE "AGREEMENT") SETS FORTH
THE TERMS AND CONDITIONS UNDER WHICH TREND MICRO INCORPORATED OR AN AFFILIATE
(“TREND MICRO") IS WILLING TO LICENSE THE TREND MICRO SAFESYNC OR HUMYO PRODUCT
AND SERVICES (COLLECTIVELY, THE "TREND MICRO PRODUCTS/SERVICES™) AND

& print ths page

—
Tmee

Figure 241. License Agreement

6. Read the License Agreement. If you agree, click Agree. A screen appears, where
SafeSync asks you where you’d like to put the SafeSync Folder.

Trend Micro SafeSyne 1

Where Do You Want the SafeSync Folder?

The Trend Micro SafeSync dient synchronizes uploaded data in the root folder. Its current
path appears below. You can designate a new folder fo senve this function, if you like.

Folder:
C-\Users\John Do

Figure 242. Where Do You Want the SafeSync Folder?

7. Choose another location, or keep the default location and click Install. A Setting Up
SafeSync screen appears, providing details on what to expect. Note that Windows
Explorer will briefly close and reopen during this process and the Windows taskbar will
briefly disappear and then reappear. Before proceeding, please save any files that you
have open.
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Trend Micro Sa?eyn c

Setting up SafeSync

Please note that Windows Explorer will briefly close and reopen during this process. and
the Windows taskbar will briefly disappear and then reappear.

Before proceeding, please save any flles that you have open, just in case.

—
o G

Figure 243. Setting Up SafeSync

8. Click Continue. SafeSync Installs and presents you with a Sign In screen.

Trend Micro Safe e

Sign in with your Trend Micro SafeSync account

Sign in below using the account you created earlier. If you don't have one, you can create one here.

Email address:

Password
|v| Remember my password

Eoraot pssword

é

Figure 244. Sign in with your Trend Micro SafeSync Account

9. Enter the same Email Address and Password you used to register Trend Micro
Maximum Security (and to create your account) and click Sign In. SafeSync signs in to
your Trend Micro Account and is activated. A series of demo screens appear, giving you
basic instructions on using SafeSync. Click Next to proceed through each window.

Welcome to Trend Micro. Sync: e e

Drag and drop files into your SafeSync folder

Your SafeSync folder is much like any other folder on your computer, but with an extra superpower. Eventhing
inside the SafeSync folder is also copled online, S0 you can access those files via the Web from anywhere at
any time. safely and securely.

Next>

Figure 245. Drag and drop files into your SafeSync folder
10. Drag and drop files into your SafeSync Folder.
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Welcome to Trend Micro SafeSync e

Keep things simple or put it all online

You can right-click any folder on your computer to make ltinto another SafeSync folder. The name of the chosen
folder wont change, but you can then open, share, and update everything Inside it via the Web.

Make any folder a SafeSync folder

- e

Figure 246. Keep things simple or put it all online

11. Make any folder a SafeSync Folder by simply right-clicking it and selecting SafeSync >
Make this a SafeSync Folder in the popup menu.

Welcome to Trend Micro SafeSync -

Share what you like with whoever you like

You can geta hyperlink to share anything inside a SafeSync folder just by right-clicking the file. Send that link
out by email, during a chat, or any other way you want. When friends or family click that link, the fle will be right
attheir fingertips.

— T
Be
@5 ~ (e EE
N Ny

= eI

Figure 247. Share What You Like

12. Share what you like with whoever you like by right-clicking a SafeSync folder and
selecting SafeSync > Share This....

Welcome to Trend Micro Safe Sync ﬁ

Go totally mobile

Have a smartphone? How about a tablet? SafeSync has an app for that. There is no easier way to access and
share files from mobile devices of all sorts.

D /ccess fomanviere ey

@

HO)

=

e

e
<

Figure 248. Go Total Mobile

13. Download and install SafeSync on your Mac, Android or iOS devices, to access your files
anywhere, on any device.

o
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14. Click Close to close the demo screen. Your SafeSync Folder opens for you to begin
syncing your files to the cloud.

Home  Share View v e
1T & « LocalDisk (C) » Users » JohnDoe » SafeSync v o Search SafeSync Pl

s Name z Date modified Type Size
B Desktop
18 Downloads
% Recent places
5 SafeSync

This folder is empty

i Libraries
"5 Documents
o Music
W Pictures
B videos

% Computer

€ Network

L4}

Ditems [

Figure 249. SafeSync Folder

15. Simply drag folders and files into your SafeSync Folder to begin syncing them. When you
include them here on other devices, they appear also in this folder on this and all your
other devices.

Home  Share  View v 0
T & <« LocalDisk(C) » Users » JohnDoe » SafeSync v G SesrchSafeSync p
S B Name : Date modified Type Size

B Desktop 2 Apps File folder
& Downloads « Contacts File folder
2 Recent places & Desktop File foider
© SafeSync 2 Documents File folder
« Favorites File folder
4 4 Libraries o Guides File folder
%] Documents & Mac Writing File foldes
& Music 2 My Music File folder
W Pictures 2 My Photos File folder
B Videos 2 My Pictures File folder
& My Videos File folder
% Computer 2 Norton 2013 Betas File foldes
& Software File folder
€ Network 2 Titanium Videos File folder
2 Videos File folder

16 items ==

Figure 250. SafeSync Folder Updating

16. For more information on using SafeSync, read the Trend Micro™ SafeSync for Consumer

Product Guide, available from Trend Micro Support at the following URL:

http://esupport.trendmicro.com/en-us/home/pages/technical-support/safesync.aspx

L |
om
o Z
o;U

/M

131


http://esupport.trendmicro.com/en-us/home/pages/technical-support/safesync.aspx

Trend Micro™ Security 2015 — Product Guide GLv1.0

Chapter 7: Trend Micro Security Feedback, Get
Help, and ldentity Menus

All Trend Micro Security editions provide Feedback, Get Help, and Identity menus in the
Console.

Feedback

To Provide Feedback:

1. Open the Trend Micro Security Console.

[ reedback [@DGetvep L~ — X

TRENOMCRO
MaximumSecurity

@ Protect Ancthe Device pires on 72672015 %) 1rene

Figure 251. Feedback

2. Click the Feedback link in the console. The Feedback dialog appears.

Feedback

Your Feedback Matters

3. Enter your First Name, Last Name, and Email Address, choose a feature or service you
wish to provide feeback for from the dropdown list (e.g., PC Health Checkup and
Security Scans), then share your thoughts (in under 300 words please!) and click OK.

4. Your feedback is sent to Trend Micro.

o
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Get Help

To Get Help:

ﬁ?ﬁcraoumSecurity LZirasseek L—I®Ge' R | - x
Lch
Device Privacy Family

[ & i
(@ Protected
You have access 10 the latest protection
© Protect AnotherDevice ites on 7262015 3 Rene

Figure 252. Get Help

1. Click the Get Help link in the console. The Trend Micro Maximum Security Support page
appears.

CONSUMER SUPPORT HOME = IRENDMICRO COM

), Trend Micro Maximum Security Support

“ Support Topics v Related Product Support v Discussion Forums SearchQ

Support Topics

New Install % Upgrade to the Latest Version
Leam how to install Maximum Security on your Leam how to upgrade your Trend Micro Maximum
primary and secondary computers Security to the latest version.

© Install and Activate
© Upgrade to the latest version

© Features and Configuration
Ho Ho © Virus and Threat Help
Trend inium Trend nium
1o ws r0 ws ® Purchase and Renewal
© Account and Subscription
SRS SURMIERS S © Errors and Troubleshoofing

@ Stay Protected @ More Features
Leam more about the key features of your For an in depth look at the different features, you
Maximum Security can view and dowmload this guide.

Related Products
@ Trend Micro Premium Security

® Trend Micro Intemet Security
* Scanning Your Computer

+ Using Privacy Scanner T wRimY ® Trend Micro Antivirus+ Security
+ Using Social Networking Protection
e Micro Ant fc
el i tend Micro Antivirus for Mac
- -

+ Configuring Secure Erase @ Safesyne
* Using the Trend Micro Vault

* Setting up Parental Controls © Password Manager

© Mobile Security for Android
© Mobile Security for i0S

’(, Common Issues
* Unable to open the main console
* Installation incomplete Error 1603, 3002, 0xe01a000f
« *Connect to the Intemet” error Additional Resources

* "Unable to install updates” error 3
Product Guide
-

'LE' Trend Micro Account
Figure 253. Trend Micro Maximum Security Support

2. Here you can get access to training videos, this product guide, and a wide range of
support topics to help you get the most out of your security software. Use the drop-
down menus for Support Topics and Related Product Support to obtain relevant
information, or click the Discussion Forums link for the latest discussion and support.

™
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Account

TREND MICRO [“Feedback @ Getrelp KL~ — %X

MaximumSecurity
] ) - Subscription Information
About the Software
Device Privacy

Premium Services

° & i

) Protected

You have access to the latest protection.

(@) Protect Another Device Expires on 7/17/2015

Figure 254. Account

GLv1.0

1. Select the Identity > Account menu item in the Console. The Trend Micro Account

webpage appears.

) TREND. Account e

SIGNINTO YOUR

TREND MICRO [
ACCOUNT ’

[ Rememter me

Forgot which address you used before?
Forgot your pessword?

Lost your computer?

Proceed to the Report Stolen service to
} sesl your Trend Micro Veult immesiately.

Report Stolen

With A Trend Micro Account, you can:

- B8 |

== " ' 3 ‘
= - & )
Manage all of your subscriptions Stay up-to-date and protected Update your account

Keep your details current to get the

inone place Get the latest protection for your
‘and offers from Trend

Check if anything has expired, devices o those of riends and fatest news
renew or upgrade what you already family Micro.

have, or convert your trial version to

full subscription quickly and

easiy

Figure 255. Trend Micro Account Webpage

2. Inthe Trend Micro Account page you can sign in to your account if you’ve already
purchased Trend Micro products or services, manage all of your subscriptions in one
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place, stay up-to-date and protected by getting the latest protection for your devices or
those of friends and family, and you can update your account.

Subscription Information

TREND NCRO ) [ reedback @DGetrep L~ — X
MaximumSecurity
Account
) Subscription Information
—l:| About the Software
Device Privacy Data

Premium Services

( D @

() Protected

You have access to the latest protection,

() Protect Another Device

1. Select the Identity > Subscription Information menu item in the Console. The
Subscription Information screen appears.

Trend Micro Maximum Security x

Subscription Information

Software
Trend Micro Maximum Security

Serial number

|
Expiration date
7/17/2015
Computer name
Windows8PC-WORK
Protection Remaining 340 Email
days
Click Renew Now to extend your protection. Location
United States
Receive the latest nens and offers from
Trend Micro: Yes
Edit subscription information
e close

Figure 256. Subscription Information

2. Inthe Subscription information screen, you can view the days of protection remaining
in your subscription, renew it, view the edition of Trend Micro Security installed on your
computer, change your serial number, view your Expiration Date, your Computer Name,
the email address the software is registered to, your location, and whether you’ve
chosen to receive the latest news and offers from Trend Micro. Click Edit subscription
information to edit it.
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About the Software

RENDMICRO [Freedback @aetrep L- — x
MaximumSecurity
Account
—
] ) Subscription Informatian
——
Device Privacy Data

Premium Services

(= =

() Protected

You have access to the latest protection.

@ Protect Another Device Expires on 7/17/2015 @

Figure 257. About the Software

GLv1.0

1. Select the Identity > About the Software menu item in the Console. The About the
Software screen appears and automatically queries the Trend Micro servers to provide

any available updates of your software.

About Your Software x

Trend Micro Maximum Security
Version:

8.0.1133 (Component versions)

Serial Number:
|

Type
Full version
Expiration:
7/17/2015
SPN GUID:

@ There are no new updates.
(Last update: 8/11/2014 2:46 PM)

Third-pa

/%, TREND | close |

Figure 258. About Your Software

2. Inthe About Your Software screen you can view the version of your software and even
the version of the components by clicking Component Versions.
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Components x
Program Version Release Date
Canfiguration Repository Manager (64-bit) 351186
Update Manager (64-bit) 351186
Framework Builder (64-bit) 351186
Virus Scan Engine Wrapper (64-bit) 351186
Spyware Scan Engine Wrapper (64-bit) 3.5.1186
Damage Cleanup Engine Wrapper (64-bit) 351186
Behavior Monitoring Engine Wrapper (64-bit) 351186
URL Filtering Engine Wrapper (64-bit) 351186
Smart Feedback Engine Wrapper (64-bit) 351186
Smart Scan Engine Wrapper (64-bit) 351186
System Driver (64-bit) 351186
Real-time Scan Centroller (64-bit) 3.5.1186
Manual Scan Controller (64-bit) 3.5.1186
Reotkit Sean Cache (64-bit) 351186

3 1rene [ cose |

Figure 259. Component Versions

3. Click the Serial Number link to change it. A screen appears for you to Enter the Serial
Number.

Trend Micro Mazimum Security x

Enter the Serial Number

After providing the serial number in the fields below, please click Next to proceed to the next step.

Warning: Every Trend Micro serial number supports a completely independent subscription. You will forfeit any
remeining daysin your previous subscription when you switch to the new serial number.

Current Serial Number:

New Serial Number:

%) rreno [ nec |
Figure 260. Enter the Serial Number

4. Click Next to update your software with the new serial number. Your new serial number
and its subscription is applied to your software.
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Premium Services

e MRS ) [Areedback @getrep L~ — X
MaximumSecurity

L

Device Privacy Data

Account

Subscription Information

° & ih

) Protected

You have access to the latest protection.

(@ Protect Ancther Device

Figure 261. Premium Services

1. Select Premium Services to access a webpage to learn everything you need to know
about Premium Services for Home Users.

ppor

Premium Services for Home Users

W ranm A La Cane sevees

CUSTOMER TESTIMONALS

Get 24x7 Emergency PC and Device Support “Tharik you sa much for il ihe help. |
recetved bsier senic remately,
~ Have  vius orproblem withyourcomputer o device? A Trand Miro fochnician can make 3 ‘irual ) ol s 0 o ¢
Fe house call” — any bme. day of night — to help you with your problem. No hassle. no waiting ‘system in for service. Thank you
‘again”
Debaran i

Premium Service Plan
“The representative (who took care

Our Premaum Senvice P1an provides you with expert services 1o maintain the securty of your PC, mcl
s sl dee: of my computer virus) was very

* 24x7 emargency assistance from a Trend Micro support fechician helptul. He was very iorough and

* Virus and spyware remaval (1 sesvice mcident) pabent. Excellent customer service &

« PC securty heath check sevice (1 senvice inciden) very rare, nawadays. Thanks again

« Fast Giagnasis and pecblem fing wih remote deskiop support for your suppor. Much apprciated.
Ronag 8

Purchase as a bundled offer, See below:

Uttimate Service Plan @ m"
Our Utimats Service Plan ncudes all of e beneés ofthe Premaum Senics
-

Plan - plus the support you need to keep your PC, devices, and home network
funning smoothly:

Securiy Services

+ 247 emergency assistance from a Trend Micro support fechnician

+ Assistance with mstafing, configuring, and using any Trend Mico Products on your computer
* Virus and spywara removal service (unkmited)

+ PC securlty hoah check service (unlimaod)

« Optimization of your Facebook prvacy setings

FC and Penphersl Performance Services

Figure 262. Premium Services for Home Users
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Chapter 8: Windows 8 Modern Ul Applications

Trend Micro Security provides two Windows 8/8.1 Modern Ul security applications available
through the Windows Apps Store. You launch a Windows 8 Modern Ul application by clicking
the icon on a PC or by tapping it on a mobile device.

Trend Micro™ SafeSurfing is a secure browser for Windows 8/8.1 that has security
technology built right in. It provides you with a safer browsing experience by including safe
search results ratings, social networking security, and more. Browse the web when using
Windows 8 Modern Ul without worry with Trend Micro SafeSurfing.

Trend Micro™ Security Center for Windows 8/8.1 delivers current information about
malware outbreaks in your area, offering insights into dangerous websites and malicious file
downloads to avoid near you. For Trend Micro Security™ customers, it also provides up-to
date information about your protection status. Surf the web knowing your protection is
current and what sites to avoid with Trend Micro Security Center.

Go here for more information on the Trend Micro Windows 8 Apps:
http://esupport.trendmicro.com/en-us/home/pages/technical-support/windows-8-
apps.aspx

CONSUMER SUPPORT HOME = TRENDMICRO.COM

#®) Trend Micro Windows 8 Apps Support

-
R
[
kS
" = | -
l @ Safe Surfing Security Center Additional Resources 1
S
Browse the web fearlessly, download and install Get the latest information about malware and

SafeSurfing dangerous websites T Trend Micro Account
—

© Install and activate © Install and activate
Downio: Downlo:
© Uninstall © Uninstall 8 Trend Community

= mE B 0

See Screenshot See Screenshot Watch Video

SafeSurfing Browser

To use the SafeSurfing browser:
@

Figure 263. SafeSurfing

SafeSurfing

1. Click the SafeSurfing icon. The SafeSurfing license agreement appears.
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License Agreement

‘TREND MICRO INCORPORATED.

STANDARD APPLICATION LICENSE TERMS

Thess s 166 a1 an SOrBSment betmes i 810 Tend o, P éed e, They gy 10 T
eaticn yau douriosd e the Winckaas Store. incucked ar Upsate: or supplements for e

SRPUCAION, U 14 ADPHKBIICN COMES W SEGSI3ME TS, 1 WHNC G358 Thosa T A0

BY DOWNLOADING OR USING THE APPLICATION, R ATTEMPTING TO DD AWY OF THESE, YOU

ACCEFT THESE TERMS. IF YOU DO NOT ACCEPT THEM, YOU HAVE NG RIGHT TO AND MUST NOT

DOWNLOAD OF USE THE APPLICATION.

en -

Figure 264. SafeSurfing License Agreement

2. Read the license agreement. If you agree to the terms of the agreement, click Agree.
The SafeSurfing splash screen appears.

&) rend”

Trend Micro SafeSurfing
Surf the web safely

W Steekly designed for the tatest version of Windows
" Never get scammed while using Google, Facebook af Bing

[

Figure 265. SafeSurfing Splash Screen

3. Activate the SafeSurfing menus by positioning your mouse near the top of the screen.
When a hand appears, right-click; or use the Windows-Z hotkey. The SafeSurfing menus
appear.

¢®) TREND.
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Trend Micro SafeSurfing

Surf the web safely
" Sieekly designed for the latest version of Windows

" Never get scammed whie using Google, Facebook or Bing

—mm— BN

Qumiacs,

—
L P = —— —
«4—— Scroll Forward and Backword New Tab ’
Bookmarks ————»
Refresh —p e - Enter a URL &
v s
Add Bookmark

Figure 266. SafeSurfing Menus
4. SafeSurfing’s simple functions include the following:

e Tabs, which accumulate across the top menu as you browse. Click the New Tab icon
to create a new tab.

e Splash buttons for Google, Facebook, and Bing

e  Forward and Backward scroll buttons when browsing
e A Refresh button to refresh the browser display

e A Bookmarks icon, to navigate to the bookmarks page

e An Add Bookmarks icon, to add bookmarks for key webpages you’d like to have
easy access to.

5. Click on Google to do a search; for example, using the term “hacker.” View the safe
search results.

#®) TREND,
MICRDO



Trend Micro™ Security 2015 — Product Guide GLv1.0

Search

Google hacker o

Search

Web @Hacl ‘@ Sem

Images HoouoP] Hacter Hews di ing f
& lacker Mitp:inews ycom! or.com ym used in computing for

i several [ne who accesses ...
s Hacker | Feel free to open this page Hacker-Pschor Brewery
Videos
o le en ia
i e of computer network
openg 4 understanding ...
Blogs
Applcations e —
Books Why is processing a sorted array faster than an unsorted array? (stackoverflow.com)
242 points by ashishgandhi 3 hours ago | 55 comments. 2
More 2195 people +1'd this
SonoRia:CA @ How To Become A Hacker
www calb orglest/fags/hacker-howto htmi

Change location

The hacker mind-set is not confined to this software-hacker culture. There
are people who apply the hacker attitude to other things, like electronics or
music ...

- @by Eric Raymond - in 13,991 Google+ circles - More by Eric Raymond

Show search tools

News for hacker

Hacker Apocalypse Strikes World of Warcraft
PC Magazine - 2 days ago
Hacker Apocalypse Stikes World of Warcraft. Hackers exploited a
previously unknown hack that insta-killed hundreds of players in various
city

Reuters - 1 day ago
(] by hacker

Chicago Tribune - 1 day ago

hackertyper net/
Hacker Typer. file= Hosted. Upload. Kemel Linux, Mobile Substrate, Fini sh. ASCII
Venus. pageTitle= backgroundColor= fontColor= typingSpeed= css= ...

Figure 267. SafeSurfing Safe Search / Link Ratings Results

6. Similarly, click on Facebook link in the main page, then log into Facebook to view
SafeSurfing’s safe link functions for social networking.

&) s

Poriaty Omiout S .
g e camgactin
Fethes g o e,

Tred Mices Page Rt

‘..'q‘"""'?."ws::;:
s i

debites, oo not

T, e e aee i ok e the Presdent's oy
(o)

o)

Figure 268. Link Ratings in Facebook

To add / delete a bookmark:

1. Show the SafeSurfing search field by typing Windows-Z on your keyboard. The search
field displays in the lower menu.

2. Type the URL of a site you wish to bookmark and hit Enter on your keyboard. The
webpage displays.
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3. Open the SafeSurfing menus again by retyping Windows-Z on your keyboard.
4. Click the Add Bookmark icon. The Bookmark Added! popup appears.

Mobile threats
go full throttle

Mobile threats 1ok the fast lane, onine banking
manware spread worlawide. and APT campaigns
targeted enterprises

-

READ OUR SECURITY ROUNDUP TO KNOW MORE

I Maximum Internet

G http://www.trendmicro.com/us/index.htm G

Figure 269. Adding a Bookmark

5. Use the default name, or type an alternate name you wish to give the bookmark and
click Done. The bookmark is added to the Bookmarks page.

6. Click the Bookmarks icon to show the Bookmarks page and the bookmark you’ve added
will be shown in the list.

Q
i

(© Bookmarks

Figure 270. Bookmark Added

7. Right-click a bookmark to delete it; or click several bookmarks to delete them as a
group. The Trashcan appears in the lower left-hand corner of the window.
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3o

(© Bookmarks

0
Figure 271. Deleting a Bookmark
8. Click the Trashcan to delete the bookmark(s).

9. Click the Bookmarks back-arrow to return to the main browser window.

To browse using Tabs:

1. After browsing successive websites, type Windows-Z on your keyboard to display the
menus. Your Tabs display in the upper menu.

2. Click a Tab to display a website.

Microsoft announces another
active zero-day exploit.
Stay protected until 8 patch is available

SEE HOW TREND MICRO HAS YOU COVERED

o

Figure 272. Using Tabs to Browse

® hitp://www trendmicro.com/us/indexhtmi j@

3. Click the Closebox (X) in a Tab to delete it from the Tabs menu.
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Security Center

To use the Security Center:

©

Security Center

Figure 273. Security Center

7. Click/Tap the Security Center icon. The Security Center license agreement appears.

License Agreement

TREND MICRO INCORPORATED ~
STANDARD APPLICATION LICENSE TERMS

These Scense leqms are an agreement betaren you nd Treesd Miro. Flease read them They apply 0 the'
saftware apgivcaton you downkoad from the WWindows Stare, incuding any updates o supplements for the.

e
‘OR USE THE APPLICATION.

Figure 274. Security Center License Agreement

8. Read the license agreement. If you agree to the terms of the agreement, click Agree.
The Trend Micro Security Center screen appears, with a popup asking Do you want to
turn on location services and allow Trend Micro Security Center to use your location?

Figure 275. Security Center with Location Popup

9. |Ifyoudo, click Allow. The Trend Micro Security Center main screen appears.
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Trend Micro Security Center

Security United States

Protected

on Trend Micro Titarwum Madmum Secursy

e st s N

oN R BRI R Data
s o -

Not scanned yet 10372013

< >

Figure 276. Protection, License, Trend Micro Security Settings
10. The first three panels of the Security Center provide essential data and tools:

e Protection Panel. This panel shows the status of your protection and includes
information on the Real-time Scan, your Web Threat Protection, the date of your
Last Scan, and a Scan Now button, which launches Trend Micro Security and
executes a Quick Scan.

e License Information. The counter shows you how many days left you have on your
subscription, the Serial Number for your License, and the Expiration Date.

e Trend Micro Security Console Tabs/Settings. The PC/Mobile, Privacy, Data, and
Family launch panels provide easy access into the Trend Micro Security Console
settings. Clicking/tapping a panel launches the Trend Micro Security Console and
takes you to the category you've clicked, so you can edit the relevant settings.

11. For example, click Scan Now in the Security Center. A popup appears, asking Did you
mean to switch apps?

Figure 277. Did You Mean to Switch Apps?

12. Click Yes. Trend Micro Security launches and conducts a Quick Scan.
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TRENOMICRO [Areedback @DGetHep L~ — X

MaximumSecurity

Quick Scan

W stop

Scanning for Trojan horse programs

Potential threats found:

%) 1rene

Figure 278. Quick Scan

13. Using another example, click PC/Mobile in the third panel of the Security Center to
launch the Trend Micro Security Console.

14. Click Yes again when the popup asks you Did you mean to switch apps? The Trend
Micro Security Console appears

TRENDMCRO [4reedback @DGetrelp L~ — X
MaximumSecurity

LS f 5
n
\ )

@ ProtctAncthes Device i ) TRene

Figure 279. Trend Micro Security Console (Maximum Security)
15. Click the relevant settings icon to configure those settings.

16. Back in the Security Center, scroll the right to view the central panels. These provide
data on the 10 most unsafe websites and 10 most active malicious files.
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Trend Micro Security Center

United States

Protected

You v petection 7o e oAbaet - o s
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Figure 280. Unsafe Websites, Malicious Files
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17. Click a right-arrow of a malicious file in the list to load your browser and find out more
details about the malware in the Trend Micro Threat Encyclopedia.

T

-

Security Intelligence

hreat Encyclopedia

&2, WORM_PALEVO SMDI
EER Breomned o

W Twest 0 gne
Malware type: Worm Ovarall Rick Rating
Destructive: No

Platform: Windows 2000, XP, Server 2003
In the wild: Yes

rage Pots

it

Potential

Reported Infection:

Overview

Infection Channel: Propagales via removable diives

Where to Buy

+ Downloads

Why Trend Micro

Pariners

Support

Export page to POF 8

- Low

—— Lo

i Low

—— Lo

“This Worm may be dropped by ofher mahware. It may be unknowingly downiaaded by a user whils visiting
malicious websites. It arrives by connecting affacted removable diives o  system.

it drops an AUTORLIN INF 2 to automatically execute the copies it drops when & user accesses the dives of an

affacted system.

Hopens a random port 1o allow a remole user 1o connect fo the aflected system. Once a successhul connecion is

established, the remate user execules commands on the affected system

Technical Details

File size: Varies
File type: PE

Memory resident: Yes

Initil samples received date: 04 May 2010

Figure 281. Trend Micro Threat Encyclopedia

UndedStates | AboutUs  Login
Search

Choase your country

US, Canada -

SEARCH
THREAT ENCYCLOPEDIA
Type a keyword m

WHICH TEAM ARE
YOU PART OF?

Quick Links

Glossary of Terms

Help

Tell us what you think of the Threat
Encyclopedial

18. Back in the Security Center, scroll to the right to see the right-hand panel of the
Security, which provides a Regional Map of Safe, Risky, and Not Checked websites and

files.
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Trend Micro Security Center

A
4
4
A
4
4
A
A
A
A

Figure 282. Unsafe Websites, Malicious Files, Regional Map

19. Select a subregion or country in the map to view the frequency of the unsafe website or
malicious file in that location.

20. Use the popup menu to toggle the Regional Map between Unsafe Websites and
Malicious Files in the Security Center.
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About Trend Micro

Trend Micro, a global leader in security software and solutions, strives to make the world
safe for exchanging digital information. For the past 25+ years, its employees have been
inspired to protect individuals, families, businesses and governments as they look to harness
the potential of emerging technologies and new ways of sharing information.

In today’s organizations, information has become the most strategic asset; embodying
competitive advantage and powering operational excellence. With the explosion of mobile,
social and cloud technologies, protecting this information has become more challenging than
ever. Organizations need smart protection of information, with technology that is simple to
deploy and manage, and security that fits an evolving ecosystem. Trend Micro solutions
enable a smart protection strategy for organizations. Smart. Simple. Security that fits.

Trend Micro provides layered content security for mobile devices, endpoints, gateways,
servers and the cloud. Leveraging these solutions, organizations can protect their end users,
their evolving data center and cloud resources, and their information threatened by
sophisticated targeted attacks.

All of our solutions are powered by cloud-based global threat intelligence, the Trend Micro™
Smart Protection Network™, and are supported by over 1,200 threat experts around the
globe. For additional information, visit www.trendmicro.com.
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